IIpAT “BH3 “MIXXPEI'TOHAJIBHA AKAJIEMIS YIIPABJIHHSA IEPCOHAJIOM”

HaB4abHO-HAYKOBHH iHCTUTYT npaBa Ta 0e3nekH iMeHi kus3s Bosogumupa Beankoro

w

MAYI‘I

Kadeapa HattionanbHo1 O0e3rexu

3aTBePIIKYIO: £ CxBasieHo Ha 3aciiaHHi kadepu
HupekTop @4 2’ SN7s HarionanbsHo1 6e3mexu
+ /M‘ﬁ‘{, ——  Ilporokon Ne { Bin o7 025 p.
i .» ! / '-‘. i '

acT. 3aB. Kagenp
Isan CEPBE 14041

CHIIABYC HABYAJIBHOI JTHCLHIT/IIHH
«TEOPETUYHI OCHOBHU 3AXUCTY IH®OPMALLII»

Cneuianbnocti: 256 HamionasbHa 0e3neka (3a okpeMumu cepamu 3a06e3nedeHns i
BU/aMH [AiflJILHOCTI)

OCBITHBOTO PIBHSI: nepuui (6akajaBpcbKuii) piBeHb

OcCBITHBOT TpOrpaMu: «Hauionanbna Oesmeka (3a okpemMumHu chepamu
3a0e3nevyeHHsl i BUAAMH JiJILHOCTI)»

Cneulaiizariis:

Kuis MAVYII 2025



Po3po6HuK cHIadycy HaB4aJAbHOI AUCUMINJIIHN:

Jucenko Cepziit Onekciiioéuy - TOKTOp IOPUIMIHLX HAyK, JOKTOp HayK 3 JIepKABHOIO

yIpasiings, npodecop, 3aBixysau Kabeapu indo

}iﬁﬁoi 0e3IMeKu

Bukiaaau:

Jlucenro Cepeiii Onekciitoguy - 10KTOp IOPUIUTHN

nuc)

NayK, JOKTOp HayK 3 JIepKaBHOI'O

Oe31IeKHU
i -

CutaGyc po3MyIiHYTO Ha 3acilaHHi kadeapy HalloHal

[Tporokon Ne £ Bin «0p OFL 2025p.

(nighpuc)



3araabHa iHdopMauisi PO HABYAJIBHY AMCUHMILTIHY

HazBa HaBuanpHO1 III/ICLII/IHJIiHI/I

TeopeTrnuHi ocHOBH 3axucTy iHpopmanii

[udp Ta Ha3Ba cremiaaIbHOCTI

K3 HarionansHa 6e3meka (3a okpemMumu cepamu 3ade3nedeHHs 1
BUJAMH JisTTBHOCTI)

PiBens BUIIOT OCBITH

nepunii (6akanaBpChKuii) piBeHb

Craryc TUCUMILTIHA

000B'sI3K0OBA

KinpkicTh KpeauTiB i roiuH

6 xpeauTa/180 roa
Jlexuii : 34
CemiHapchKi 3aHATTS:48
CamocriitHa po6oTa ctyneHTiB: 98

TepMiHu BUBUEHHS AUCUUILTIHU III cemectp
MoBa BUKJIalaHHS yKpaiHChbKa
Bun niicyMKoBOro KOHTPOJIIO eK3aMeH

CropiHka JUCIUTUIIHN Ha CaiTi

https://maup.com.ua/assets/files/kafedra/nachezpeka/sylabus-
b/vstup-do-specialnosti-nacionalna-bezpeka.pdf

3araabHa indopmanis npo Bukiaagaya. Konrakraa ingopmauis.

Jucenko Cepeint Onekciitoguy

HaykoBuii cTyniHb

JOKTOp IOPUANYHHX HAyK, JOKTOpP HayK 3 JEp>KaBHOIO YIPaBIIiHHA

Buene 3Banus

npodecop

Ilocana 3acTynHUMK 3aBigyBada KadeIpu HaIlOHAIBbHOI Oe3meku, mnpodecop
kadeapu
Jucummutinm, #Aki  BHKjIagae | TeopeTnyHi OCHOBH 3aXUCTy iHpopmaii
HIIII
Hanpsamu HaykoBux | [Hdopmariiina Oe3nexa
JOCTIIKEeHb
ORCID: https://orcid.org/0000-0002-7050-5536
IMocuaanus Ha peecrpu | Google Scholar: https://scholar.google.com.ua/citations?hl=ru&user=h
inenTudikaropin ns | XbTIEAAAAAJ]
HAYKOBIIB
KonTtakTHa iHbOpMaIis BUKIIagaya:
E-mail: crimeconsult@ukr.net

KonTakTHMH TeJ.

+380507417375

Teaedpon xapenpu

IHopTdourio
caiiTi

BHKJI2/1242

Ha

kapeapu/Incruryry/Axkagemii

https://maup.com.ua/ua/pro-akademiyu/instituti/institut-bezpeki-prat-

vnz-maup/nacionalna-bezpeka/lisenko.html



https://maup.com.ua/assets/files/kafedra/nacbezpeka/sylabus-b/vstup-do-specialnosti-nacionalna-bezpeka.pdf
https://maup.com.ua/assets/files/kafedra/nacbezpeka/sylabus-b/vstup-do-specialnosti-nacionalna-bezpeka.pdf
https://orcid.org/0000-0002-7050-5536
https://scholar.google.com.ua/citations?hl=ru&user=hXbTiEAAAAAJ
https://scholar.google.com.ua/citations?hl=ru&user=hXbTiEAAAAAJ
https://maup.com.ua/ua/pro-akademiyu/instituti/institut-bezpeki-prat-vnz-maup/nacionalna-bezpeka/lisenko.html
https://maup.com.ua/ua/pro-akademiyu/instituti/institut-bezpeki-prat-vnz-maup/nacionalna-bezpeka/lisenko.html

1.1  AHoTauis Kypcy.

Kypc «TeopetuuHi ocHOBHU 3axuCTy 1H(pOpMaLii» € 000B’I3KOBOIO JTUCLUUILIIHOK IS
3100yBaviB mepmioro (0akamaBpChbKOTO) PIBHS BHINOI OCBITH 3a CHEIIATbHICTIO 256
HanionanbHa 6e3mneka (3a okpeMuMHu cepamu 3a0e3nedeHHs 1 BugaMu aisiibHocTl). Kype
BuBUYaeTbca mnpotsarom Il cemectpy obcsrom 6 kpenutiB ECTS (mekuii — 34 rog.,
MPaKTUYHI Ta CeMiHApChKl 3aHATTS — 48 roj., caMocTiiiHa poOoTa CTyIEeHTIB — 98 ToauH)
Ta 3HAHOMUTH 37100yBayiB 13 0A30BUMHU KaTEropisiMU 3aXUCTy iH(opmalii, NpUuHIHIaAMU
KOH(D1IEHIIMHOCTI, UUIICHOCTI Ta JOCTYHHOCTI, 3arajJbHUMHU MIIXOJaMU J0 OXOpPOHHU
iHpOpMaIITHUX pecypciB 1 CHUCTEM, a TaK0oX 3 OpraHi3alliiHUMHU, TEXHIYHHUMH Ta
IPAaBOBUMH MEXaHI3MaMHM MPOTHUIII cCydacHUM 1HGOpMaIiiTHUM 1 Kibep3arpo3am.

1.2 IlpeameTr BUBYEHHSA KYPCY.

[IpeqmeToM BUBYEHHS HaBUYAJIbHOI TUCIUILUIIHA € CYKYIHICTh TEOPETUYHHX IOJIOKCHD,
NOHATH 1 MIAXOJIB, a TaKOX HOPMH ¥ NPUHIMWIHN, IO BHU3HAYAIOTh CYTHICTH Ta
3aKOHOMIPHOCTI TpoIeciB 3axucTy iHoOpMallii, peryiaiolTh BiTHOCHHH Yy cdepi
3a0e3nedeHHs 1HQopMaliiHOi Ta KiOepOe3nmeku, a TaKoXK OpraHi3aliifHO-TeXHIYHI
MEXaHI3MU OXOPOHU 1HGOPMAIIIHUX PecypCiB BiJl HECAHKIIIOHOBAHOTO JIOCTYILY, BUTOKY,
NOPYIIEHHS LITICHOCTI 4K OJIoKyBaHHs. OmpalfoBaHHs 3MICTY JUCHUIUTIHU CIPSIMOBAHE
Ha QopMmyBaHHS Yy 3700yBauiB HaJeKHOTO piBHA (HaxoBOi MPaBOCBIIOMOCTI Ta
iHbopMaIliitHOT KyNbTYpH, HEOOXIAHUX IS PO3YMIHHA poii Oe3neku 1H(GOpMaIiiHuX
CHUCTEM Yy 3MIIHEHH1 HAI[IOHAIBHOI CTIMKOCTi, @ TaKOX ISl KOPEKTHOI'O 3aCTOCYBaHHS
0a30BUX TIOJIOKEHb 3aXUCTy 1HGOpMAaIli y HaBYaJbHUX 1 MPAKTHKOOPIEHTOBAHUX
CUTYaIlisIX.

1.3 MeTo0 BHKJIAJAHHS HaBYAJIbHOI AUCHUILUIIHM «TeOopeTHdHi OCHOBHU 3aXHUCTY
iHbopMalii» € ¢opMmyBaHHS y 3100yBayiB CHCTEeMH (PyHIaMEHTAJIBHUX 3HAHb IIPO
MPUHITUITA, METOJIM Ta 3aCO0M 3axXucTy iH(popMaIllii, po3yMiHHS IPUPOIU 1HPOPMAITIHHUX 1
KiOEpHETUYHHMX 3arpo3, a TaKoK 0a30BUX IMIAXOAIB 0 MOOYJAOBH KOMILIEKCHUX CHUCTEM
iHbopMalriitHoT Oe3reku. BuB4YeHHS Kypcy Mae 3a0e3neduTH HaOyTTS TEPBUHHHX
npodeciiHUX KOMIIETCHTHOCTEH, HEOOX1THUX IS TTOJIIBIIIOTO OMMaHYBaHHS CIICIiaIbHUX
JTUCIUIUTIH (30KpeMa, 3 YIpaBJiHHA iH(QOpMaIiiHOW OE3MeK0) , PO3YMIHHS JIOTIKH
GyHKIIIOHYBaHHS MEXaHI3MIB KiOep3axucry, opieHTamii y 0a30BUX cTaHaapTax 1
MoJIITUKaX OE3MEeKH, a TaKOK PO3BUTKY HABUYOK KPUTHYHOTO aHami3y 1H(OpMAIIHHOTO
MIPOCTOPY Ta OLIIHIOBAHHS BPA3JIMBOCTEH 1H(POPMAIIMHUX CUCTEM.

1.4 3aBaanus: nornubieHe 3aCBOEHHS MOHATITHO-KaTEropiaabHOrO amapatry y cdepi
3axuCTy 1HGOpMaIlil Ta KIIOUOBUX HAYKOBUX MIAXOAIB 10 PO3YMiHHA iHGOpMAIiHHOT
Oesrnekn; 3a0e3MeueHHs 3HaHb MPO CYTHICTh, MPUHIMIINA Ta MEXaHI3MU 3a0e3MeyYeHHs
KOH(D1IEHIIIMHOCTI, IUTICHOCTI W JoCTynmHOCTI iH(opMalii B cydacHUX iH(OpMaIiiHO-
KOMYHIKAIIMHIX CHUCTEMax; PO3KPHUTTS OCHOBHUX METOIB, 3aCO0IB Ta OpraizaiiiHo-
MPaBOBUX 3acaja 3axucTy iHpopmarlii (3okpema iHpopmallii 3 0OMEKEHUM JOCTYIIOM), a
TaKOX OCOOJMBOCTEH X 3aCTOCYBaHHS Cy0’ €KTamu 3a0€3MEUYeHHs HAIlIOHAIBHOT O€3MeKH;
dbopMyBaHHS ySIBJICHHS MPO CydacHI Kibep3arposu, iHGOpMaIliiiHO-TICUXOIOTIYH] BIUIHBH,
Bpa3JIMBOCTI 1H(OpMaliHUX CHUCTEM Ta 3arajbHl aJIrOPUTMH 1X  BHSBIICHHS,
nonepepkeHHsT 1  HelTpamizauii; HaOyTTS HABUYOK aHANI3y TMOJITHK O€3MeKH,
3aCTOCYBaHHS 0a30BUX KOHUEMIIN ymnpaBmiHHSA 1HQOPMAIIMHUMHU pU3UKaAMU  Ta
BUKOPUCTaHHS OTPUMAaHUX 3HAHb ITiJI Yac PO3B’S3aHHS TUIIOBUX HABYATHHO-TIPAKTUIHHUX
cuTyalii y chepi 3aXUcTy JaHUX.



1.5 IlpepekBi3uTH i NOCTPEKBI3UTH HABYAJIBbHOI AUCUUILTIHNA:

IIpepexsBizuTn:

«CyyacHa yKpaiHCbKa MOBa» 3aCBO€HHA LI€i JUCHUIUIIHK € HEOOXIAHOIO
MEePEeTyMOBOIO, OCKUIBKA BHBYEHHS TEOPETUYHMX OCHOB 3aXUCTy I1H(pOpMallli BUMarae
BUCOKOIO pIiBHS aKaJeMIYHOI TPAMOTHOCTI, 3JaTHOCTI KOPEKTHO aHali3yBaTh U
IHTEPIPETYBAaTU CKJIAJHI HOPMATUBHO-TIPABOBI Ta TEXHIYHI TEKCTH, ()axOBO OINEpyBaTH
cnenupiyHUM TEPMIHOJOTTYHUM amapaTtoM cdepu HaIlOHaIbHOI Ta 1H(pOpMaliiiHOI
Oe3MeKkn, a TakoXX T'PaMOTHO pO3pOOJATH, (HOPMYIIOBATH 1 AOKYMEHTYBATH MOJITUKH
Oe3MeKu Jep KaBHOI0 MOBOIO.

IMocTpexkBizuTH:

«Po3BinyBasibHA Ta KOHTPPO3BiAyBajbHA MiSJIBHICTH» JUCUUIUIIHA TICHO
noB’sizaHa 3 «TeopeTMYHMMHM OCHOBaMM 3axXUCTy 1HGOpMAIii», OCKUIBKH TIJIMOOKe
PO3YMIHHS METOMAIB 3aXUCTy JaHUX, KpUOTOrpadii, KaHajiB BUTOKY Ta Bpa3iUBOCTEH
iHpopMalliiiHuX cucteM € (yHIaMEHTAIbHOIO OCHOBOIO IS OpraHizauii 3aXuiieHol
KOMYHIKaIlli, a TaKOX JUIsl BUSIBJICHHSI Ta HEUTpastizalii crpold TeXHIYHOrO0 MPOHUKHEHHS
Y  HECAHKI[IOHOBAHOTO JIOCTymy 3 OOKy 1HO3EMHHUX CIICIICIYX)O0 y Mexax
KOHTPPO3B11YBaJIbHUX 3aXO/I1B.

«IIpoTuais 3JI0MMHHOCTI, KOPYIIii Ta TEPOPU3MY» 3B’ 30K 3yMOBJICHUH THUM, 1110
CyYacHi 3JIOYMHHI YIpYNOBAaHHSA Ta TEPOPUCTHYHI OpraHizailii aKTHBHO BUKOPHCTOBYIOTh
kibepripocTip, 3amudpoBaHI KaHAIM 3B'SI3Ky Ta 1H(QOpMAIiiiHI TEXHOJOTIl s
KOOpAMHAIlT CBO€l JisyIbHOCTI; ©0a30B1 3HaHHS 13 3aXWCTy 1H(oOpMaIlli HaIarTh
3100yBayaM KOHIIENTYaJTbHUM 1HCTPYMEHTAPIN JJIs aHaIi3y IU(POBUX CIITIB, POSYMIHHS
MEXaHI3MIB  KiOepTepopu3My Ta  pO3pOOKM  KOMIUIGKCHHUX  3aXOJIB  MPOTUIIT
BUCOKOTEXHOJIOTTYHUM 3arpo3aM.

1.6 IIporpamui komnereHTHOCTI (3arauabHi (3K); cnenianbhi (CK)):

3K6. 3xaTHicTh 10 a0CTPAKTHOr 0 MHUCJICHHS, NNOLIYKY, AHAJII3y Ta CHHTE3Y.

3a0e3nedeHo JUCIUILTIHOIO Yepe3 CHCTEeMHE ONMpalllOBaHHS TEOPETUYHUX MOJeNen
3axucTy iHQopMarlii, JOTiKM MOOYIOBU KOMIUICKCHHX CHCTEM OC3MEeKH Ta BHBYCHHS
MaTEeMaTHKO-aJITOPUTMIYHUX OCHOB KpUITOTrpadii; y Mekax Kypcy 3100yBadi HAOyBarOTh
3IaTHOCTI 31MCHIOBATH TIONIYK ypa3IUBOCTEH, aHANII3yBaTH MOJIENi 3arp03 1 CHHTE3yBaTH
OTpUMaHi JaHl I PO3pOOKH OOTPYHTOBAHUX PIIIEHb MO0 3aXHUCTY 1H(MOPMAIIHHUX
pecypcis.

3K8. 3parnicte BuxkopucroByBaTH iHQopMamiiiHi Ta KOMYHiKaNilHI
TEeXHOJIOTII.

3a0e3med4eHo  UCHUILUIIHOK0, OCKUIBKH TEOPETUYHE BHUBUCHHS NPHUHIIHIIB
KOH(D1IEeHIIIMHOCTI, MUTICHOCTI Ta JOCTYMHOCTI HEBIAAUIHHE BiJ MPAKTUYHOTO PO3YyMIiHHS
apxitektypu cydacaux I[KT; 3mo0yBadi 3acBOIOIOTH mpaBmiia OE3MEYHOI EKCIUTyaTarlii
KOMYHIKAIIMHUX CHUCTEM, MPOTOKOJIW OE3MEeYHOr0o TepeaBaHHS JaHUX Ta alTOPUTMHU
BUKOPHUCTAHHS TEXHOJIOT1H B yMOBax MOTEHIIMHUX KiOEpPHU3UKIB.

CK11. 3paTHicTh kopucTyBaTHCH iHGOPMALIiHO-aHATITUHYHIMH CHCTEMAaMHU,
3aco0aMH 3B’A3KY A/ e(peKTUBHOI KOMYHIKaLil, 00MiHy Ta 3aXMCcTy iH(popMaii.

3a0e3reueHo  JUCHUILUTIHOK  I[IJISXOM T[PYHTOBHOIO BHUBYEHHSI MEXaHI3MIB
KpunrorpagiyHoro 1 TEXHIYHOTO 3aXUCTy JaHUX, CHCTeM aBTeHTU(ikamii Ta
1H(QPACTPYKTYpU BIAKPUTUX KIIOUIB; Kypc (QOpMYy€e pO3YMIHHS TOrO, SK HaJ1iHO
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HaJallITOBYBAaTH KaHAJIM 3B'A3KYy Ta 3aCTOCOBYBAaTH IpOrpamMHO-amapaTHi 3acoou aiis
yOesneueHHs: TMpoleciB  300py, 00poOku ¥ o00MiHYy 1H(pOpMali€el0 B 1HTEpecax
HalllIOHAJIBHOT O€3MeKHu.

CK12. 3parHicTs, aHajgizyBaTH IH(popMaumiiiHMili NpocTip, BHU3HAYATH TAa
NpOoTUAIATH IHGOPMALIHO-NICUXO0JOTNTYHUM 3arpo3aM Ta Kidep3arposaMm, HLISIXOM
BUKOPHMCTAHHA  Ki0OepHEeTHYHMX, iH(pOpMALIHHO-KOMYHIKANIHHUX  TEXHOJIOTIH,
BIIPOBA/’KEHHS CYYACHUX MeTOAiIB iH(popMauiiiHol Oe3neKku Ta 3axucTy iHgopmamii.

3a0e3ne4eHo AMCHMIUIIHOIO, OCKUIBKA BOHA 3aKJIaJlae KOHUENTYaJbHUU 1
METOJIOJOTTYHUI (YHIAMEHT JUIsl pO3YMIHHS MPUPOAM CydacHUX KiOep3arpo3, BEKTOPIB
atak Ha 1HOpMaIliiHI CHUCTEeMH Ta METOJIB COIIAIbHOI 1HXEHepli, Kypc Hajaae
3mo0yBauaM 0a30BHi IHCTpyYMEHTApil IS iIeHTU(]IKaIlii HECAaHKIIIOHOBAaHUX BTPYYaHb Ta
BIIPOBQ/DKCHHS  OpraHi3allifHO-NPABOBMX 1 TEXHIYHUX METOMIB 3aXHCTy 3 METOI
MiHIMi3a1ii HacTiAKiB iHPOpMaIIHHUX 1 KIOEPHETUYHUX IHIIU/ICHTIB..

1.7 OuikyBani pe3yabtaTn HaBuaHHdA (IIPH)

IIPH3. 3acrocoByBatH pe3yabTaTH a0CTPAKTHOIO MHCJIEHHSI, CAMOCTIHHOIO
NMOLIYKY, AaHaJi3y Ta CHHTe3y, MeTOAiB Teopii iHpopmaumii, Teopii cucrem Ta
CHCTEMHOI'0 AaHAJi3y /s e(eKTHBHOr0 BHPilleHHA 3aBAaHb MnpodeciiiHol
TiSIJILHOCTI.

3a0e3nedeHo quciuIuTiHow «TeopeTudHi OCHOBHU 3aXUCTy 1H(OpMAIlli», OCKIIBKU Y
MeXax Kypcy 37100yBadi OMAaHOBYIOTh (PyHIaMeHTaIbHI METOAW Teopii iHdopmarii Ta
CHUCTEMHOT'0 aHaji3y MJisi OIiHIOBaHHS 1HMoOpMamiiHUX pusukiB. ucuumiina dopmye
3MaTHICTh abcTparyBaTHUCs BiJ KOHKPETHHMX alapaTHUX peajizallii Ta aHali3yBaTH
iHbOpMaIIiiiHI CHUCTEMH SK KOMIUIEKCHI O0'€KTH 3aXHCTy, CHHTE3YIOYH TEOPETHUHI
migxoau (MOJETIOBaHHS 3arpo3, KpUNTOTrpadidHi aaropuTMH, TOJITUKH JTOCTYIY) s
PO3B'sI3aHHS CKJIaIHUX TTpodecifHUX 3aBIaHb y 0e3MeKoBiil cdepi.

IIPHS. 3acrocoByBaTu 3HAHHS JAeP:KaBHOI Ta iHO3eMHHMX MOB, iHOpMAaLiHHO-
aHAJITHYHMX, iHPpopMALIHHO-KOMYHIKAIIIMHUX TEXHOJIOTii, KOMII’IOTEPHOI TeXHIiKHU
nJis1 3a0e3neyeHHs nmpodeciiiHol KoMmyHiKaii.

3abe3reueHO  JUCHMILUTIHOK — 4Yepe3  HEOOXIMHICTh  ompaloBaHHS  (paxoBoi
JiTepaTypHu, HOPMATHUBHO-TIPABOBUX aKTiB Ta MIKHAPOJHMX CTaHIApTIB iH(opMaIiitHo1
oesmekn (30kpema cimeiictBa ISO/IEC 27000). VYV mpomeci HaBuaHHS 3700yBadvi
BUKOPUCTOBYIOTh KOMI'TOTEPHY TEXHIKY Ta 1H(OpMAIiHHO-KOMYHIKAIlIiH1 TEXHOJOTI{ s
MOJICITIOBAaHHST 3aXUIICHUX CHUCTeM KoMyHikarii. OmZHOYacCHO Kypc BHUMAara€ BLIHBHOTO
BOJIOJIIHHS (paXOBOIO TEPMIHOJOTIEIO 3 KibepOe3neKu nep>kaBHOI0 MOBOIO, IO € KPUTHYHO
BOKJIMBUM JUIsl PO3POOKM TONITHK Oe3MeKku Ta 3a0e3neueHHsT KOPEKTHOI mpodeciitHol
B3a€EMO/IIT y IepKaBHOMY Ta MIPUBATHOMY CEKTOpax.

IIPH17. Tlporuaistu iHndopManiiiHO-NICUXOJOTIYHUM BIUIMBAM Mg d4ac
aganrTamii Ta i B ymMOoBaX MHPHOI0 4Yacy Ta B OCOOJMBHH Tmepiog, KPUTHYHO
OLIHIOBATH JOCTOBIpPHICTH /Jxkepes iHdopmanii, BuUABIAATH Ae3iHdopmaniio Ta
MaHIMyJSATUBHUI KOHTEHT, II0 MOKe BIUIMBATH HAa HALNiOHAJBLHY O0e3MeKy,
BHKOPUCTOBYKYH MeTOAU Bepudikauii Ta pakTueKinry.

3abe3MeueHo JUCHUILTIHOK, OCKUIBKM KYpC PO3KPHUBAE HE JIMIIE TEXHIYHI aCHEKTH
kpunrorpadii Ta KOHTPOJIO JOCTyNy, aje i MeXaHi3MU MOPYLIEHHS MUIICHOCTI Ta
JIOCTOBIPHOCT1 JaHUX, BKIIFOYHO 3 METOJIJaMU COLIIAJIbHOI 1HXeHepii. 3100yBaul Ha0yBalOTh
HaBUYOK Bepudikamii iHpopMallii, po3yMiHHS KPUTEPI1iB aBTEHTUYHOCT1 Ta 3aXUILEHOCTI



KaHAJIIB T€pelaBaHHs JaHUX, 110 CTBOPIOE AHAIITUYHE MIAIPYHTS I 1ACHTH(IKALli
MaHIMyJISITUBHOTO KOHTEHTY, BHUABIECHHsS JAe3iHdopmanii Ta e(QeKTUBHOI MNpOTHALT
3arpo3am iH(pOpMaILiHO-TICUXOJIOT'TYHOIO XapaKTepy B IHTEpecax HAI[IOHAIBbHOI OE€3MEKH.

2. 3MiCT HABYAJIBHOI JUCHUILTIHA
3MICTOBUM MOAYJIb 1. TEOPETUKO-METOJOJIOITYHI 3ACAJIA
JAXUCTY IH(I)OPMAIIIf TA MOJAEJIIOBAHHS 3AT'PO3

Tema 1. CyTHicTh Ta CKIa70B1 iHGOPMAIIHHOT Oe3neKu: 6a30B1 MOHATTS Ta KaTeropii.
Tema crnpsimoBaHa Ha (opMyBaHHS y 3700yBadiB BUIIOI OCBITH IUTICHOTO YSIBIIGHHS PO
iHpopMalliio K 00’€KT 3aXUCTy, PO3KPUTTS 0a30BOi Tpiaau i1HQPOpMAIIHHOI Oe3neKu
(koH(D1IEHIIHHICT, IUIICHICTh, JOCTYIHICTh), a TaKOX JOJATKOBUX BIJIACTHBOCTEH:
ABTEHTHYHOCTI, amneIloBaJIbHOCTI (HEMOXJIMBOCTI BIJIMOBH) Ta CIOCTEPEXKHOCTI. Y
IpoIeci ONMaHyBaHHS TEeMH 3700yBadl 3aCBOIOIOTH IOHATIHHO-KaTeropiajJbHUN arapat
Teopii 3axucTy iH(popMmalii Ta 3B’g30K i1HGOpMaIiifHOT Oe3nmeKku 3 HaIlOHATLHUMHU
IHTEpecaMHu JiepKaBH.

Tewma 2. IIpaBoBi Ta opranizaiiiiiai 3acagu 3axucty iHpopmalii B Ykpaini. BuBueHHs
i€l TeMH TOKJIMKAaHE 3a0e3MeunuTH 3100yBadiB 3HAHHSAMH IPO HAIIOHAIBHY CHCTEMY
HOPMAaTHUBHO-TIPABOBOI'0 PEryJtoBaHHs y cepi 3axucty iHpopmariii (3okpemMa iHbopMmaiii
3 OOMEXEHHM JOCTYIIOM, JIEpP)KaBHOI TAEMHUII, KOMEPIIHHOI TaEMHHUIII, MEPCOHATBHUX
nanux). Tema GopMye 3aTHICTh OPIEHTYBATHCSl Y BUMOTAX 3aKOHOJABCTBA Ta Taly3eBHX
CTaHJAPTIB, & TAKOXX PO3YMITH PO3IMOALT MOBHOBAXKEHH MDK CYO €KTaMH JEpPKaBHOTO
yrnpaBiIiHHA y chepi kibepOe3neku Ta 3axucty iHpopMmariii.

Tema 3. Knacmdikallis 3arpo3, Bpa3IHBOCTEH Ta aTak Ha iH(OpMAIlIiHI CHCTEMHU.
Tema cnpsiMOBaHA Ha 3aCBOEHHS 3700yBadyaMd TEOPETUYHHMX MIAXOMIIB 10 Kiacuikarmii
necrabimizamiiaux (akropiB B iHpopmMalliitHoMy npoctopi. OmaHyBaHHS TEMU PO3BUBAE
3MaTHICTh CHCTEMAaTHU3yBaTH JpKepeia 3arpo3 (IpUpOAHI, aHTPOIIONCHHI, TEXHOI'CHHI),
aHaJI3yBaTH BUAW BPA3IMBOCTEH (apXiTEKTYpHI, IIPOrpaMHi, OpraHi3aiiiiHi) Ta po3yMiTu
0a30Bi KiIacudikaiii kibeparak, o € HEOOXITHUM IS TTOAAIBIIOI PO3POOKH aJIeKBATHUX
MEXaHI3MiB MPOTHIII.

Tema 4. dopmanbHi MoOAEHl MOJITHK iH(opMaliiHOT Oe3neku. Tema dopmye y
3100yBadyiB MaTeMaTUYHE Ta JIOT1YHE PO3YMIHHS MEXaHI3MIB KOHTPOJIO JIOCTYIY.
BuBueHHs TeMm cHpsMoBaHE Ha 3aCBOEHHS JHUCKPEIIMHMUX, MaHIATHUX Ta POJHOBUX
MOJIeJICH YyMpaBIiHHSA JOCTYIIOM, 30KpeMa KIacHYHHX (popManbHUX Mojenel bemma-
Jlallagynu (ns koHbineHmiitHocT), biba Ta Knmapka-Bincona (s miTicHOCTI), a TaKOX
Mozeni Xappicona-Pyo-YnpmaHa.

Tema 5. VYmpaBmiaas puszukamu iHGOpMaIiifHOi O€3MeKru: METOI0JIOTIS Ta
OIiHIOBaHHA. TeMa Jae MOXIJIMBICTh 3aCBOITH PH3HMK-OPIEHTOBAHHWM IMIJAXIJ JIO 3aXHUCTY
iHbopmarlii. BuBueHHS TemMHu CHOpsSMOBaHE HAa PO3BUTOK 3aTHOCTI 1ICHTH(IKYBATH
iH(opMaIIiifHi aKTUBHM, BHU3HAYATH IXHIO IIHHICTH, OIIHIOBATH HMOBIPHICTH peajizarii
3arpo3 Ta MOMJIMBI 30MTKH, a TaKOX 3JIIMCHIOBATH BHOIp cTpaTerii oOpoOKH pPHU3UKIB
(IpUMHATTS, YHUKHEHHS, Tepeiada, 3HUKEHHS ) BIIMOBIIHO 10 MIKHAPOJAHUX CTAHAAPTIB.

3MICTOBUI MOJIYJb 2. MATEMATHUYHI TA KPUIITOI'PA®IYHI
METO/JU 3AXUCTY IHOOPMAIIII



Tema 6. TeoperuuHi ocHOBU KpunTorpadii Ta CUMETPUYHI KpUNTOCHUCTEMHU. Tema
cupsiMoBaHa Ha ¢GOpPMYyBaHHS YSBICHHS Mpo kpunrtorpadiro sk (yHIaMEHTAIbHUN
THCTpYMEHT 3a0e3neueHHs KoH(iaeHUiiHocTi. OmnaHyBaHHS TeMH Jae 3a00yBauaM
MOXJIMBICTh 3pPO3YMITH TMPUHIUIU MOTOKOBOTO Ta OJOKOBOTO MIU(pPYBaHHS, BUMOTHU
[IlenHoHa 10 KPUNTOCTIAKOCTI (PO3CiIOBaHHS Ta MEpPEeMIllyBaHHSA), a TaKoX 0a30Bi
anroputMu cuMmeTpuuHoro mudpyBanus (AES, HalioHanbH1 cTaHIapTy M(pyBaHH:).

Tema 7. AcuMeTpU4H1 KPUIITOCUCTEMH Ta 1HPpaAcTpyKkTypa Biakputux kiaouiB (PKI).
Tema cnpsiMoBaHa Ha 3aCBO€HHS 3700yBauyaMM MaTE€MaTUYHUX OCHOB KpumnTorpadii 3
BIIKpUTUM KiTtoueM (anroputmu RSA, kpunrorpadis Ha enTinTUYHUX KPUBUX). BUBUEHHS
TeMu (GOPMYE YSBICHHS IMPO JIOTIKY PO3B'sI3aHHs MPOOJEMH PO3MOJUTY KIIOYiB, a TAKOX
PO apXITEKTYpy Ta KOMIOHEHTH 1H(PpacTpykTypu Biakputux kitodiB (PKI), ceprudikaru
X.509 1 nisnbHICTD LHEHTPIB cepTU(IKallli KIIIOYiB.

Tema 8. Kpuntorpadiuni rem-QyHkiii Ta enekTpoHHui mianuc .Tema npae
MOXJIMBICTh  3pPO3YMITH MEXaHI3MH 3a0e3leuYeHHS IIUIICHOCTI Ta aBTEHTHYHOCTI
iHpopMmallii. BuBueHHs TeMu chpsMoBaHe Ha (OPMYBAHHS 3JaTHOCTI PO3YMITH
BJIACTUBOCT1 CTIAKUX TelI-QyHKIIH, aaroputMu (GOpMYyBaHHS KOIB aBTEHTHU]IKAIli]
MOBIJIOMJICHb Ta TEOPETHYHI 3acajy CTBOPCHHS 1 MEPEBIPKU EJICKTPOHHOIO IH(PPOBOTO
nianucy (ELIVKEIT) sk  iHCTpyMeHTy 3a0e3ledeHHs IOpPUIWYHOI  3HAYYIIOCTI
€JICKTPOHHOTO JIOKYMEHTOOOITY.

Tema 9. Teopis aBrenTH(iKaIlii Ta yIpaBIiHHSI IOCTyIIoM. Tema cHpsMoBaHa Ha
dbopMyBaHHS LIUTICHOTO OadeHHS IpoIeciB iAeHTH(IKaIlll, aBTeHTU(dIKAIIl Ta aBTOpH3aIii
cy0'extiB B 1H(popmamiiHux cuctemax. OnaHyBaHHS TEMH JIO3BOJIsI€ 3100yBadaM
3po3yMitH Kiacudikamiro (akTopiB aBTeHTH(IKAIii (3HAHHSA, BOJIOJIIHHS, OlOMETpis),
NPUHIMIIA TTOOYIOBH CHCTEM CTporoi Ta OaratodakTopHOi aBTeHTHdIKaIlll, a TaKOX
IPOTOKOJIA €UHOTO BXOY.

Tema 10. Creranorpadis ta Meroau mnpuxoByBaHHs iH(popmarii. Tema momomarae
chopmyBaT y 3400yBadiB TEOPETHYHI 3HAHHS IIOAO0 METOJIB IIPUXOBYBAaHHS CaMOTO
dakTy iCHyBaHHS Ta mepenadi iHdopMailii. BUBUeHHS TeMU cHpsSMOBaHE HAa PO3YMIHHS
BIIMIHHOCTEH MDK Kpunrorpadiero Ta creraHorpadi€ro, 3acBOE€HHS 0a30BHUX
creraHorpad@iyHuX aNropuTMiB y [HGPOBUX Memiadaiaax, a TaKoX MPUHITUIIIB
CTeTaHOAHAII3y Ta BUSBICHHS MIPUXOBAHUX KAHAJIB Mepeayl TaHuX.

3MICTOBUH MOAYJb 3. KOMIUIEKCHI CHCTEMHU 3AXHUCTY
IHOOPMALIL TA TEXHIYHA MPOTUIIA

Tema 11. Texniunuii 3axucT iHPOpPMAIlii: KaHATH BUTOKY Ta METOIW MpoTuii. Tema
7A€ MOXJIMBICTh 3acBOITH (DI3MYHI TMPUHIMIN BHUTOKY iH(GOpMAIlii aKyCTHYHUMH,
BIOpOAKyCTHUHUMH, ONTHYHUMHU Ta TMOOIYHMUMH EJIEeKTPOMATHITHUMH KaHAJIaMH
BuBdeHHss TemMu crpsMOBaHE Ha PO3yMIHHS METOMIB IHKEHEPHO-TEXHIYHOTO 3aXUCTY,
eKpaHyBaHHS, 3allyMJIEHHS Ta OpraHi3amiiHUX 3axo/1B IOJ0 CTBOPEHHS BHUIUICHUX
MPUMILLEHb JIs1 HUPKYJIALIT 1HpopMallii 3 00MEKEHUM JOCTYIIOM.

Tema 12. MepexeBa Oesneka Ta KpunrorpadgiuyHi TPOTOKOJIU 3B'SI3Ky. Tema
crpsiMoBaHa Ha (OpMyBaHHS YsIBJI€HHsSI Npo BpasnuBocTi cteka npotokosis TCP/IP Tta
TEOPETUYHI OCHOBU 3aXUCTY MepUMeTpa Mepeki. BUBUEHHS TeMH J03BOJIsI€ 300yBayam
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YCBIJJOMHUTH JIOTIKY POOOTH MDKMEPEKEBHX €KpaHIB, CUCTEM BHUSBJICHHS Ta 3amoOiraHHs
BTOPTHEHHSIM, a TaKOXX 3aCTOCYBaHHS 3aXWIEHUX TMPOTOKONIB JUIsl CTBOPCHHS
BIpTyaJIbHUX MTPUBATHUX MEPECK.

Tema 13. IllkigmuBe mporpaMHe 3a0e3NedeHHs: MEXaHI3MH Jii Ta OCHOBHM MPOTHIII.
Tema cnpsiMoBaHa Ha (opMyBaHHS y 37100yBadiB PO3yMIHHS €BOIOIII Ta Kiacudikarmii
IIKIJIJTMBOTO MPOrPaMHOTO 3abe3reueHHs (BipycH, XpoOaku, TPOSIHU, PYTKITH, MPOTPaMM -
BuMaraui). BuBueHHs temu 3a0e3nedye yCBIIOMIICHHSI TECOPETUYHUX METOJIB BUSBICHHS
IIKIJIJTMBOTO KOAY (CUTHATYpHUM, €BPUCTUYHUM, MOBEIIHKOBUM aHali3) Ta MPUHIIUIIIB
MoOY/TI0BU aHTUBIPYCHUX CUCTEM 1 MICOYHUIIb.

Tema 14. IndopmaniifHO-IICMXOJIOTIUYHI BIUIMBM Ta COlllajibHa 1HXeHepid. Tema
CIpsiMOBaHa Ha BHBYCHHS "TIOJACHKOTO (hakTopy" sK HaWypa3uBINIOl JIAHKU
iHbopMaliitHoi Oe3nieku. BuBueHHs Temu 3abe3neuye PpO3YMIHHS TCHUXOJOTTUHHX
MEXaHI3MIB, 1110 JIe)KaThb B OCHOBI aTak COILIAJbHOI 1H)KeHepli ((IIMHT, MPETeKCTIHT,
OCUTTIHT), a TakoX (OopMye 3MaTHICTH PO3POOJATH OpraHizamiiHi 3ax0au MPOTHU/IIT,
OPOBOAUTH Bepu(ikaliio JaHWX Ta MIABUILYBATH piBEHb 1HGOPMAIIITHOT TirieHH
nepcoHaly.

Tema 15. IloOymoBa KOMIUIEKCHUX CHCTEM 3aXHUCTy iH(opmarllii Ta ayauT Oe3IeKH.
Tema cnpssMoBaHa Ha CHCTEMAaTH3allif0 OTPUMAHUX 3HAHb Ta IHTErPAIlil0 IMPABOBUX,
OpraHizaliiHuX, KpUuntorpadiuHux 1 TEXHIYHUX 3aXO0JlIB Y €AUHY KOMIUIEKCHY CHCTEMY
3aXMcTy 1HGopMmamii. BuBYeHHS Temu pgomomarae 3700yBadaM 3pO3YMITH  €Talld
ctBopenHss KC3I, mpuHIuOM MpoBeACHHS ayauTy 1HGOpMaIiiHOi 0e3meKku, cepTrudikarii
CUCTEM 3aXHUCTy Ta 3a0e3eyeHHs ix 0e3nepepBHOro (PYHKI[IOHYBAHHS B YMOBaX Cy4aCHHUX
BUKJIMKIB HalllOHAJIBHIN Oe3merr.

3. TexniuHe i mporpamMHe 3a0e3neyeHHs1/00/1aTHAHHA

B ocBiTHROMY TIporieCi BHKOPHUCTOBYIOTHCS HaBUalibHI ayauTopii, O0i0mioTeka,
MYyJIbTUMEIIMHAN TPOEKTOp Ta KOMIT'IOTEP [JIsi TPOBEICHHA AayAUTOPHUX 3aHATH 3
eneMenTam mpesenTariii Microsoft PowerPoint. BuBueHHsT OKpeMHX TeM 1 BHKOHAHHS
NPaKTUYHUX 3aBAaHb MOTpeOye AocTymy ao iHpopmarlii 31 BCeCBITHROT Mepexi IHTepHeT,
KU 3a0e31euyeThcsi 0€3KOIITOBHOK Mepexero Wi-Fi.

4. ®opmMHu i METOH HABYAHHSA
OcHoBHUMHU (opMaMU 3aHATh 13 HAaBYAIBHOI AUCHUILUTIHM «TeopeTHdHi OCHOBHU

3axucTy iH(MopMaIlli € MpakTU4HI 3aHATTS Ta CaMOCTiiHA poOoTa 3100yBadiB BUIIOT
OCBITH.

[Ipu mpoBeAeHH! MPAaKTHUYHUX 3aHATH TEpendadyeHO MO€IHAHHA Takux QopMm 1
METO/IIB HAaBUYaHHS, SK-TO: po0OTa y MallUX TPymHax, poJbOBi ITpH, AUCKYCis, MyOIidHi
BUCTYIIH, TPYTIOB1 MPOEKTH Ta KEHC-3aBIaHHS.

3mo0yBadi OCBITH OIpaIbOBYIOTh 1HGOpPMAII0O 3 HAYKOBHX, HABYAIBHHX Ta
JEKIIMHAX JDKEpeNl, B TOMY YHCII 3a JOMOMOTOI0 BCECBITHBOI Mepexi I[HTepHer i
010mioTeK, T Yac 3aHATh BUKOHYIOTh YCHI Ta MHCHMOBI 3aBJaHHS, BHUCTYMAIOTH 13
JOTMOBIASIMA Ta TPE3CHTAIISIMU, 110 MOXYTh OyTH MIATOTOBICHUMHU K y TPYI, TaK 1
THIMBITYaIbHO.

[Iporpamoro Kypcy Takox nependaueHo IHAUBITyaJbHI 3aBIaHHS.
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5. CucreMa OLiHIOBAHHS Ta BUMOI'M (KpUTepil OLIHIOBAHHSA Pe3yJbTATIB HABYAHHS
3100yBaviB OCBITH Ta PO3MOALT 0aiB, IKi BOHH OTPUMYIOTh)
OuiHoBaHHA 3HAHB 31IHCHIOETHLCH BiANMOBITHO 10:
1. TIlonmoxxenHss mnpo opraHizamito ocBiTHeoro mnpouecy B IIpAT «BH3 «MAVID»
https://surl.li/bpxlbj
2. TlonoxkeHHs MPO OLIHIOBAHHS HAaBUYAJbHUX JOCATHEHb 3/100yBauiB BHUIIOI OCBITH Y
[MIpAT «BH3 «MAVTI» http://surl.li/fkfyye
3-i1 cemecTp.

Ne tem 1 2 3 4 5 6 7 8 9 3ar.cym
a 0aJiB

Po6ota Ha | 4 4 4 4 4 4 4 4 4 36
CEM.3aHSTTI
Cam.pobota |1 1 1 1 1 1 1 1 1 9
Bceboro 45
[TincymkoBe | Cyma OamiB | Cyma OamiB | Mogynbha | Cyma ©OaniB | 3arajibHa
OILIIHIOBAHHS | 32 CEMiHapH | 3a KOHTpOJIbHA | 33 €K3aMEeH | cyma

caMoOCTiiiH1 | poboTa

pobotu

36 9 15 40 100

5.1 BigBinyBaHHsI Ta
KpHUTePil iX OliHIOBAHHSA
Ilin yac BHWBYEHHS KypCy BHUKOHYETHCS poOOmMa HA CEMIHAPCOLKUX (NPAKMUYHUX)
3AHAMMAX NO KONCHIL 3 meM.

Kpurepii oninioBanHs:
IPaBUJIBHICTH BIANOBiICH Ta po3paxyHKiB — Bix 0 1o 3 Gauris,
BIJIMOBIIHICTH 0OPMIICHHS MTPAKTHYHUX POOIT BUMoram — 1 Oaut.
(BpaxoBYIOThCS JIUIIIC 32 YMOBH HapaxyBaHHs 0alliB 3a IPaBUJIbHICTh BIIMIOBIIEH ).
Po6ora Ha ceMiHapChKOMY 3aHATTI OIIHIOETHCS Y 4 GaJiu.
MakcumalibHa KUTBKICTh OaTiB 32 CeMiHAPCHKI (MTPaKTUYH1) 3aHATTSA 10 Kypcy — 36 faiB.
3MicT NpAKTHYHUX 3aHATH

pobdora Ha ceMiHAPCHKHX (NMPAKTHUYHMX) 3AHATTAX Ta

Ne Ha3sa remu

3/m

1 Tema 1. CyTHicTh Ta ckja0Bi iHdopMaiiiHOl Oe3nekn: 0a30Bi NOHATTH Ta
KaTeropii
3aBiaHHA:

[IpoananizyBaru 6a30By Tpiagy iHdopmarliitHoi 6e3nexku (KoH]iACHIIHHICTD,
IUTICHICT, JIOCTYITHICTD) Ta MOSICHUTH ii B3a€EMO3B'SI30K 13 JT0JIATKOBUMU
BIIACTUBOCTSIMU (aBTCHTUYHICTb, allelIFOBAIBHICTB ).

CkracTu cxemy: BJIacTUBICTh iH(pOpMAIil — MOXKIUBI HACTIIKH 11 MOPYIICHHS
— MeXaHi3M 0a30BOTO 3aXHCTY.

PosrnsiHyTH ipHUKITang BioMuX KiOepiHIUACHTIB (OOpaHUX BUKIIAaueM) Ta
BHU3HAYMTH, SIKi caMe CKJIaJ0B1 iHpopmaniiHoi Oe3neku Oy CKOMIIPOMETOBAHI.




Pesyabrar:

3100yBayl 3MOKYTh CUCTEMATU3yBaTHU YSIBJIEHHS PO CYTHICTh 3aXUCTY
1H(popmarii Ta 6a30B1 MPUHIUIHN MOO0YI0BU OE3MEUYHOTO CEPEIOBUIIIA.

BwminHs po3MekoByBaTH 00’ €KTH 3aXHUCTY Ta KOPEKTHO KJIacU(PiKyBaTH
HACJIJIKU MOPYIICHHS O€3MEeKH.

dopMyBaHHSI HABUYOK y3arajJbHEHHS TEOPETUYHUX 3HAHb 1 BUKOPUCTAHHS
(byHIaMEHTaIBFHOTO MOHATIHHO-KAaTEropiaJbHOTO anapary.
Juckycis:

OO6roBopuTH MpobIeMy MONIYKY OanaHCy MK HaIIHHICTIO 3aXUCTY
1H(popMalii Ta 3py4dHicTIO 11 BUKopucTanHs (Security vs. Usability).

[TopiBHATH NPIOPUTETHICTh KOH(PIAEHUIHHOCTI Ta TOCTYITHOCT1 B PI3HUX TUIIAX
CUCTEM (HalpUKIaa, y MeIUYHUX 0a3zax JaHuX Ta (IHAHCOBUX YCTAaHOBAX).

PosrasinyTu cutyariii, Koiu BUMOTH 1010 3a0€3MeUeHHs 0€3MEKH MOXKYTh
KOH(JIIKTYBaTH 3 IHTEpecaMy KOpUCTyBaya uu O13HeC-TpoliecaMy OpraHizariii.

Tema 2. IIpaBoBi Ta opranizauiini 3acaau 3axucry iHpopmauii B YKpaini
3aBaaHHA:

[IpoananizyBatu 6a30Bi BUMOTH HalllOHAJTLHOTO 3aKOHOIABCTBA MO0 3aXHUCTY
iH(popmarrii 3 00MeKEHHM JOCTYIIOM (JIep)KaBHA TAEMHUIIS, KOMEPIIIfHA TAEMHUIISA,
MepCOHANBHI JaHi).

CxutacTy MOpiBHSUIbHY TaONUII0: KaTeropis iHpopMmanii — cy0'eKTH 3aXHUCTy
— MpaBOBa BiJIMOBIJAIbHICTH 32 PO3TOJIOIICHHS.

PosrnsiHyTH Kelic HeCaHKIIIOHOBAHOTO BUTOKY MEPCOHAIBHUX JIAaHUX 3
JIep’KaBHO1 YCTaHOBU Ta BU3HAYUTH MPABOB1 HACTIAKY i1 aITOPUTM OpraHi3aliiHOro
pearyBaHHs.

Pesyabrar:

3100yBayvi 3MOXYTh OPIEHTYBATHCS B HOPMATUBHO-TIPaBOBiH 0a31 Ykpainu y
cdepi 3axucty iHpopmarrii Ta kKibepOe3neKu.

Bwminnsa knacudikyBaTy iHGopMaIIiro 3a pexXuMaMH IOCTYIy Ta BU3HAYATH
BIJIMOB1/IHI MPaBOB1 BUMOTH 11010 11 0OpOOKH.

dopMyBaHHS 3IaTHOCTI 3A1IMCHIOBATH MPABOBUI aHasi3 iHGOpMAIIHHUX
IHIM/ICHTIB.
duckycis:

OOroBOpUTH MEXI1 Iep>KaBHOTO KOHTPOJIIIO T4 BTPYYaHHS Yy IPUBATHY
KOMYHIKAIIIFO 3 MipKyBaHb HalliOHAJbHOI OC3IeKH.

[TopiBHATH BITYN3HSIHI CTAHIAPTH 3aXUCTy TEPCOHATBLHUX JaHUX 13
eBporneiicekumu (30kpema, GDPR).

PosrasayTi npo0aemMu MPUTSATHEHHS 10 BiMOBIIAILHOCTI 32 KIOEP3I0YHNHHU B
yMOBaX TPAHCKOPJOHHOCTI 1HOPMAIIIIHOTO TTPOCTOPY.

Tema 3. Knacudikauisi 3arpo3, Bpa3iauBocreil Ta arak Ha iHgopManiiiHi
CHUCTEMH
3aBiaHHa:

Busznauntu TUTIOBI 3arpo3u Uil iHGOPMAIIHHUX CUCTEM Ta 3[IHCHUTH 1X
kiacugikariro (3a JKepesioM, MOTHUBAITIEI0, CTIOCOO0M pearrizaiiii).

CKJ1acTu CTPYKTYpHY CXEeMY: JIKEPEeJIo 3arpo3u — BPa3IUBICTh CUCTEMU —
BEKTOP aTaKu — HACIIJIOK.

[IpoananizyBatu cueHapiil TUoBoi MepexeBoi ataku (Hampuknan, DDoS abo
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Ransomware) Ta okpecnutu xxutteBuil nuki ataku (Cyber Kill Chain).
Pe3yasbrar:

3100yBaui 3MOXyTh KJIacu(}iKyBaTU Ta aHAJII3yBaTH 3arpo3u U Bpa3IMBOCTI B
1H(popMaLiiiHii chepi.

BMiHHS BCTaHOBIIIOBATH NPUYUHHO-HACIAKOBI 3B'SI3KM MI’K HasIBHICTIO
Bpa3JIMBOCTI Ta YCHIIIHICTIO peajizalii KibepaTaku.

dopMyBaHHS HABUYOK CUCTEMHOI0 OaueHHs noBepxHi aTtaku (Attack Surface)
Ta apXITEKTYPHHUX HEOJIKIB.
Juckycis:

OO6roBopuTH, 110 CTAHOBUTH OLIBIIY HEOE3MEKy AJIsl OpraHi3allii:
HiyiecrpsiMoBaHa 30BHilHs ataka (APT) uu BunaakoBa moMuiika iHcanaepa.

[TopiBHATH HACIIJIKK €KCIUTyaTallii anapaTHUX BPa3JIMBOCTEHN 1 MPOrPaMHUX
MTOMUJIOK.

PosrnsinyTn eTnuHi acnekT nouryky BpaznuBocteit (White-hat hacking) ta
po0JIeMy CBOEYACHOTO BUITYCKY MAaTYiB.

Tema 4. ®opMmaJibHi Moeli NOJITHK IHGOpMaiiiHOI Oe3neKn
3aBaaHHA:

[IpoananizyBaTu NpUHIMIHN (YHKI[IOHYBaHHS KJIIACHYHUX MOjiesielt 6e3neKu
(benna-Jlallamynu, bida, HRU) Ta nosicHuTH ixHe MaTeMaTUyHe MiAIPYHTS.

CkJacTi MaTPHIIIO JOCTYITY JUIsl TIMOTETUYHOT OpraHi3allii, 3aCTOCyBaBIIIN
IPUHIMIIA POJIbOBOTO yrpaBiiHHS goctynom (RBAC).

PosrasinyTn nmpakTUYHUN KeHC TPU3HAYEHHS MpaB AOCTYNy B iHopMaliiiHii
CUCTEMI Ta BUSIBUTU MOPYIICHHS MPUHIIUITY HAHMEHIINX MPUBLIEIB.
PesyabTar:

3100yBayi 3MOXKYTh MOSICHIOBATH JIOTIKY (DYHKITIOHYBaHHS MaHJIAaTHHX,
JTUCKPELIMHUX Ta POJIHOBUX MOJENEH KOHTPOJIIO IOCTYITY.

BwminHs po3pobmsatu 6a30B1 MaTPHIl JOCTYITY Ta YHUKATH KOH(IIKTIB
MOBHOBa)XEHb.

dopMyBaHHSI HABUYOK OMUCY Ta (hopmaizaliii moJiTUK Oe3neKu s
iH(OpMaIIHHIX CUCTEM Pi3HUX PIBHIB KPUTHUIHOCTI.
duckycis:

OOroBOpUTH TIEpEeBar Ta HEJOJIIKU KOPCTKUX MaHAATHUX MOJIEIEH y
MOPIBHSHHI 3 THYYKUMH JTUCKPEIIHHIMHU.

[TopiBHsTH 3acTOoCcyBaHHs poiiboBOi Mojieni (RBAC) Ta moaeni ynpaBiiHHS Ha
ocHoBi atpudyTiB (ABAC) y cyyacHUX XMapHUX CEepPEIOBUIIAX.

Po3rasiHyTH THIIOBI MOMMIIKH aJMIHICTPaTOPIB MPH JIeJeTyBaHH1
MTOBHOBAXKEHbD.

Tema 5. Ynpasiinasa pusukamu iHgopManiifHoi 0e3neKn: MeTO10JI0Tis Ta
OLliHIOBAHHS
3aBaaHHs:

[TpoBectn imeHTH(DIKAIIIIO TA OLIHKY IIHHOCTI iH(QOPMAIIfHUX aKTUBIB Ha
MPUKJIa/i HABYAIBHOTO KEHCY MiIPUEMCTBA.

CkiacTi MaTpHUIIIO PU3UKIB: 1IeHTH(IKOBaHA 3arpo3a — HMOBIPHICTD
peaiizallii — piBeHb BIUIUBY — MPIOPUTET.

3anpornoHyBaTu cTpaTerii 00pOOKH [T BUSIBIEHUX KPUTHUHUX PU3UKIB
(MpUIHATTS, YyHUKHEHHS, TIepeaaya, 3HIKEHHs) 13 OOIpyHTYBaHHIM OOpaHMX 3aXO/iB
3axHCTy.
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Pe3yasbrar:

3100yBayl 3MOKyTh 3/1HCHIOBAaTH 0a30BY OLIIHKY 1HPOPMALIHHUX PU3HKIB Ta
MOSICHIOBATH 1XHIM BIUIMB Ha CTIAKICTh OpraHi3alli.

BwminHs 3aCTOCOBYBAaTH METOJOJIOTIIO PU3UK-MEHEIKMEHTY Ta OOIPYHTOBAHO
oOupaTH IHCTPYMEHTH pearyBaHHs.

@®opMyBaHHS HABUYOK PaHKUPYBAHHS 3arpo3 1 ONTUMI3aLlli BUTPAT Ha
CUCTEMY 3aXUCTy 1H(pOpMaIli.
Juckycis:

O6roBoputu mpobiaeMy cy0'eKTUBHOCTI B sIKICHOMY OI[IHIOBaHH1 PU3HKIB Ta
MO>KJTUBOCTI IIEPEXO.TY 10 KITbKICHUX METPUK.

[TopiBHATH MiAXOAM O YHPABIIIHHSI PU3UKAMH B yMOBaX 0OMEXEHOTO
OIOIKETY.

PosrnsiHyTH, SiIK IpaBUIILHO KOMYHIKYBaTH piBeHb 1H(GOPMALIMHUX PU3UKIB
BUILOMY KEpIBHULTBY (013HECY/KOMaHAyBaHHIO) JUIsl OOTpPyHTYBaHHS 1HBECTULIN Y
Oe3IeKy.

Tema 6. TeopernuHi 0OCHOBM KpUNTOrpagii Ta CMMeTPUYHI KPUIITOCHCTEMH
3aB1aHHA:

[TpoaHanizyBaTH MPUHIUITN POOOTH CHUMETPHYHUX KPUTITOCHCTEM Ta IMOSCHUTH
(GbyH1aMeHTaJIbH1 BUMOTH JI0 KPUIITOCTIMKOCTI (MPUHIUIIN PO3CIFOBAHHS Ta MEePEMIITyBaHHS
[llennoHna).

Cxiactu cxemy mpoliecy mudpyBaHHs Ta nenmudpyBaHHs MTOBITOMIICHHS 3
BUKOPHUCTAHHSIM €JUHOTO CEKPETHOTO KJII0Ya.

PosrnsHyTH HaBYaIBHUI KEHC 13 TepeXoIyIeHHsIM 3amurdpoBaHoro Tpadiky Ta
BH3HAYUTH TOTEHIIIHI BEKTOPH aTaK Ha CUMETpUYHI mudpu (aTaka MOBHUM 1epedopom,
JNIHIAHUN Ta qudepeHIiaTbHUN KPUTITOAHATI3).

Pe3yabTar:

3100yBadi 3MOKYTh MOSICHIOBATH TEOPETUYHI OCHOBH Ta JIOTIKY (PYHKITIOHYBaHHS
MMOTOKOBHUX 1 OJIOKOBHUX CUMETPHYHHUX MU QPIB.

BwminHs oriHIOBaTH KpUnTorpadidyHy CTIHKICTh aITOPUTMIB Ta KOPEKTHO 0OMpaTH
JOBXXUHY KIIIOYa BIAMOBIAHO JI0 Cy9acHUX cTaHaapTiB (Hampukian, AES).

®opmyBaHHS 0a30BUX HABUYOK aHAIII3y 3arpo3, OB S3aHMUX 13 KOMIIPOMETALIIEI0
CEKPETHOT0 KII0Ya.
duckycis:

O6roBoputu nMpobaemMy 6e3neYHOro po3noainTy cekperHux kiouiB (Key distribution
problem) y BETHKUX MepexKax.

[TopiBHATH NMPIOPUTETH: BUCOKA IIBUIAKOIIS CAMETPUYHUX AIITOPUTMIB YH
CKJIQJIHICTh YIPaBIIHHS KIIOUaMHU.

Po3risiHyTH pU3HKU BUKOPUCTAHHS 3acTapuinX anroputMis (Hanpukian, DES) y
cy4JacHHX 1H(OpPMaLIHHUX CUCTEMAX.

Tema 7. AcuMeTpH4YHi KPUNITOCHCTEMH Ta iHppacTpyKkTypa Binkputux kao4iB (PKI)
3aBaaHHA:

BusHauntu MaTeMaTHuHE MIAIPYHTS aCUMETPUYHOI Kpuntorpadii (Ha mpukiai
3ajaui GakTopu3allii Beaukux yuces B RSA abo nuckperHoro jorapudmMyBaHHs).

CkracTu airOpUTMIYHY cXeMy 0e3Me4HOro OOMIHY JaHUMM MDK JIBOMa Cy0'€eKTaMu 3
BUKOPHUCTaHHAM BIIKPUTHX Ta 3aKPUTHX KITIOYIB.

[IpoananizyBatu CTpyKTypy Ta MpU3HAUYEHHS IHOPACTPYKTYpPH BIAKPUTHX KIFOUIB
(PKI), po3ibpaTu >xutTeBUit UK IIHpoBoro ceptudikara popmary X.5009.
Pesyabrar:

3100yBadi 3MOXKYTh MOSCHIOBATH MEXaHI3MHU PO3B's3aHHS MPoOIeMU pO3MOJITY
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KJTIIOYiB 32 JIOTIOMOTOI0 aCUMETPUYHO1T KpunTorpadii.

Bwminns onucyBatu podi neHTpiB ceprudikaiii (CA) ta uentpis peectparii (RA) y
moOyI0Bi AOBIpYOTo U(POBOTO CEPETOBUIIIA.

®opMyBaHHA HABUYOK POEKTYBAHHS 3aXUIICHUX KaHAJIB 3B'SI3KY 3 BUKOPUCTAHHIM
Kpunrorpadii 3 BITKPUTUM KITFOUEM.
HMuckycis:

Oo6roBoputu "kBanTOBY 3arpo3y" (Post-quantum cryptography) ta ii moTeHuiiHmi
BIUIB Ha CyJacHi aCHMETPUYHI KPUIITOCHCTEMH.

PosrisiHyTH HacTHiIKU KOMIIpOMETAIlii KopeHeBoro neHTpy ceprudikaiii (Root CA)
JUTS HAIIOHAIBHOT OE3IIEKH.

[TopiBHsTH edekTuBHICTD anroputMy RSA Ta kpunrorpadii Ha eTINTUYHUX KPUBUX
(ECC) y MOOUIbHHMX CHUCTEMAX 3B'A3KY.

Tema 8. Kpunrorpadiuni rem-gyHkuii Ta e1eKTpoHHMI mignuc
3aBaaHHA:

[IpoananizyBatu 6a30Bi BIaCTUBOCTI KpUNTOTpadiyHUX rem-(pyHKIii
(OJTHOCTOPOHHICTH, CTIMKICTH 0 KOJI31H MEPIIOro Ta APyroro poay).

Cxiactu anropuTMIYHY CXeMY HakKJIaJaHHs Ta Bajligarii KBarigikoBaHOTO
enekrponHoro mianucy (KEII).

PosrisiHyTH npakTUYHMI Keiic mopyleHHs HUTICHOCTI piHaHCOBOTO abo
YIPaBIiHCHKOTO JOKYMEHTa Ta BU3HAUUTH, sIK 3acTocyBaHHs reu-¢ynkiii 3 KEII go3Bosnse
BHUSBUTH HECAHKI[IOHOBaHI 3MIHHU.

Pe3yabrar:

3100yBadi 3MOKyTh OOTPYHTOBYBATH HEOOXITHICTh BUKOPUCTAHHS Tel-(QYHKIINA IS
KOHTPOJTIO IIUTICHOCTI JaHUX.

BwmiHHS 3aCTOCOBYBATH KOHIICTIIIIIO €JIEKTPOHHOTO MIMUCY NI 3a0€3MeUeHHS
ABTEHTUYHOCTI Ta areltoBATHHOCTI (HEMOXIMBOCTI BIIMOBH BiJl aBTOPCTBA).

dopmyBanHs HaBUYOK iHTerpalii MexanizmiB KEII y mporecu ropuaunano
3HAYYIIOTO €JIEKTPOHHOTO JOKYMEHTOOOITY.
duckycis:

OO6roBopuTH IPABOBHUH CTATyC KBaTi(hiIKOBAHOTO €JIIEKTPOHHOTO MMIANMUCY B YKpaiHi
Ta WOTO BIIMOBIIHICTh €BporelicbkuM cTanaaptam (eIDAS).

[TopiBHATH HACHIAKH BUKOPUCTAHHS BPa3IMBUX alroputMis xemysanus (MD5,
SHA-1) y nep>xaBHUX peecTpax.

PosrnssiHyTH MEX1 BIATOBIIATIBHOCTI BIACHUKA OCOOMCTOTO KJIH04a y pa3i Horo
BTpaTH a00 KPaJiKKH.

Tema 9. Teopis aBTeHTH(IiKALII TAa yIPAaBJIIHHSA J0CTYIIOM
3aBaaHHA:

KnacudikyBatu 6a308i paktopu aBTeHTH]IKAIT (3HAHHS, BOJIOIIHHS, HEBi'€MHA
BJIACTUBICTH/O010METpisl) Ta MOSCHUTH iXHI1 BPa3IUBOCTI.

CkiacTu apxiTeKTypHY cxeMy cyBopoi 6ararogakropHoi apTeHTudiKanii (MFA) ns
JOCTYIy A0 KPUTUYHOT iH(popMaliiiHoi iHppacTpyKTypH.

[IpoanamizyBaT METOM aTak HAa CUCTEMH MapoJbHOTro 3axucty (Brute-force,
Dictionary attack, Credential stuffing) Ta 3anpononyBaTH MoJIITUKH MapOIBHOTO 3aXUCTY JUIS
oprasizartii.

Pesyabrar:

3100yBadi 3MOXKYTh YITKO PO3MEKOBYBATH IpOLECH 11eHTH(iKallil, aBTeHTUDiKaLii
Ta aBTOPHU3ALLIL.

BMiHHS npoekTyBaTH HaiiiH1 MPOLEAYPHU AOCTYIY, 10 MIHIMI3YIOTh PU3HKH
HECAHKIIIOHOBAHOTO MTPOHUKHEHHS.

@opMyBaHHS HAaBUYOK apr'yMEHTOBAHOTO BUOOPY METOIIB aBTEHTH(IKAIIi] 3aJI€KHO
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BiJl MOJIETIi MOPYIIHUKA Ta PIBHA KPUTHUYHOCTI aKTUBIB.
Huckycist:

OOroBopuTH UIIEMy BUKOPUCTaHHS 0I0METpiil: BUCOKUHN piBEHb 3pYYHOCTI TPOTH
HEMOXJIMBOCTI 3MIHH CKOMIIPOMETOBAHHUX OIOMETPUYHUX JAHUX.

[opiBHATH e(heKTUBHICTH anmapaTHUX TOKEHIB 1 MPOrpaMHUX aBTCHTU(IKATOPIB
(OTP-momaTkiB) y KOPIOPATUBHOMY CEPEIOBHIIIL.

PosristHyTH KOHQUIIKT MK KOPCTKUMH TOJTITHKaMH Oe31eKn (JacTa 3MiHa CKIIaJHUX
MapoJIiB) Ta MOBEIIHKOIO KOPUCTYBAYiB (3aMCyBaHHS MApPOJIiB Ha CTIKEPaXx).

Tema 10. Creranorpadisi Ta MeTo1u NNpUXoByBaHHs iHGopMmanii
3aBaaHHA:

BusnaunTy KOHIENTYallbH1 BIIMIHHOCTI MK KpunTorpadiero (IpuxoByBaHHS
3MiCTy) Ta cTeraHorpadieio (MpuxoByBaHHs (akTy rnepenadi HOBIIOMIICHHS).

Posrnsiaytr 0azoBuii cteranorpadiuHuii anropuT™ (Harmpukiaa, MeTol HalMEeHIIOro
3Hauymoro 0ita — LSB) Ha npukiani BOy10ByBaHHS TEKCTOBOTO MOBITOMIJIEHHS Y
rpadiunmii ado ayaiodaiin.

[IpoananizyBatu Keic iHCalAepChKOI0 BUTOKY JaHUX 3a JOTIOMOTOI0 IIPUXOBAHUX
KaHaJIB Ta OKPECIUTH MPUHLIUIN POOOTH cUCTeM MpOoTUAil BuTokaM iHdopmarii (DLP).
Pe3yabrar:

3100yBayui 3MOKYTh MOSICHIOBATH CYTHICTh METOJIIB cTeraHorpadii Ta po3yMiTu
PHU3UKH ICHYBaHHSI PUXOBAHUX KaHaJIIB KOMYHIKAIIIi.

Bwminns ineHTH(IKYBAaTH HUPPOBI KOHTEHHEPH, 10 TOTEHUIITHO MOXKYTh MICTUTH
CTeraHorpamH.

dopMyBaHHS MIEPBUHHUX aHATITUYHUX HABUYOK Yy cepi cTeraHoaHalizy Ta
BUSIBJICHHS aHOMAJIH Yy MepeXeBOMY Tpadiky.
duckycis:

OOGroBOpUTH BUKOPUCTAHHS METOIB CTeraHorpadii y MIMUTyHChKIN TiSTTLHOCTI,
KibepTepopu3Mi Ta pO3MOBCIOHKEHHI IMIKIAJIMBOTO MPOrpaMHOTo 3a0e3neueHHs (Stegware).

Po3rnsiHyTH CK1aIHOILI BUSIBJIIEHHS CTETAHOTPaM y Cy4acHOMY 3allu(poBaHOMY
MYJIbTUMEIITHOMY TpadiKy.

[TopiBHATH JeriTUMHE BUKOpUCTaHHS creraHorpadii (1indpoBi BOAsSHI 3HAKH IS
3aXMCTy aBTOPCHKUX IPAB) 13 1€CTPYKTUBHHUM.

Tema 11. Texniunuii 3axuct iHpopMmaillii: KaHAJIM BUTOKY Ta MeTOAM NMPOTHIT
3aBIaHHA:

[IpoananizyBatu (Gpi3M4HY NPUPOLy YTBOPEHHS TEXHIYHUX KaHAIIIB BUTOKY
iHbopMallii (aKycTU4Hi, BIOpOAKyCTUYHI, ONTUYHI KaHAIH Ta MOOIYH1 eIeKTPOMAarHiTHI
BHUIPOMiHIOBaHHS 1 HaBeneHHss — [TEMIH).

CxitacTu cxemy: JUKepesio BUIIPOMIHIOBAHHS — CEPEIOBHIIE MONIMPEHHS (KaHal
BUTOKY) — METOJI IEPEXOIJICHHS — IH)KEHEPHO-TEeXHIYHMI 3aci0 3aXUCTYy.

Po3ristHyTH npakTH4HUI Kelic 001aHaHHsI BUUICHOTO MPUMILICHHS JUIs
MPOBEAECHHS KOH(DIIEHLIHHIX NeperoBopiB (3aXUCT BiJl 3aKJIaHUX IPUCTPOIB Ta JIa3epHUX
MIKpO(OHIB).

Pesyabrar:

3n00yBadi 3MOXKYTh KJIacCU(iKyBaTH KaHAJIM BUTOKY MOBHOI Ta BU0BOT iH(opMaIlii,
a TakoX 1H(opMallii, 1110 0OpoOIAETHCS TEXHIYHUMHU 3aCO0aMH.

BMiHHS 00rpyHTOBYBAaTH HEOOX1IHICTh 3aCTOCYBaHHS METO/1IB €KPaHYyBaHHH,
3alIyMJIEHHS Ta OPraHi3alifHUX peXKMMHHUX 3aX0/IiB.

@dopMyBaHHS HABHUOK TIEPBUHHOTO OIIHIOBAHHSI 3aXUIIEHOCTI 00'€KTIB
iHpOpMaLiHOT AISITEHOCTI.

HMuckycis:
OOroBopUTH €KOHOMIYHY JIOIIIBHICTh BIIPOBAPKEHHS IOPOTOBAPTICHUX 3aC00IB
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texHiyHoro 3axucty (T3]) y mopiBHsSHHI 3 MIHHICTIO caMoi iH(opMaIrii.

[TopiBHATH PU3UKU BUKOPUCTAHHS CIIBPOOITHUKAMU BJIIACHUX MOOUIBHHUX MPUCTPOIB
(BYOD) Ha 00'ekTax 3 miIBUIIEHUMH BUMOTaMH 10 OC3MEKH.

PosrnsinyTi Mexi e(h)eKTUBHOCTI TEXHIYHOTO 3aXHCTY, SKIIO HE HEHTpaIi30BaHO
3arpo3y iHCalIepChKOTO BUTOKY.

Tema 12. Mepe:keBa Oe3neka Ta KpUNTOrpagiyHi NPOTOKOJIM 3B'A3KY
3aBaaHHA:

Busnauntu kimo4oBi BpazauBocTi creka npotokotiB TCP/IP ta knacugikyBaru
TUNIOBI MepexeBi ataku (Spoofing, MITM, DoS/DDoS).

CkJacTu apXiTeKTypHY CXeMY 3aXHILIEHOTO MepUMETpa KOPIOPATUBHOT MEPEXi ,
BHU3HAUMBIIY Miclie Ta QyHKIIT MbkMepexeBux ekpaHiB (Firewall), cucrem
BUsIBIIEHHS/3ano00iranHs BropraeHHsaM (IDS/IPS) ta neminitapuzoBanoi 30uu (DMZ).

[IpoananizyBatu keiic opraHizaiii 6e3Me4HOro BiIaJI€HOr0 JIOCTYILY CIIIBPOOITHUKIB
3a JIONOMOTO0I0 BipTyalibHOI npuBaTtHOi Mepexi (VPN) Ha 6a3i nmpotokosis [Psec a6o
OpenVPN.

Pesyabrar:

3100yBayui 3MOKYTh MOSCHIOBATH TEOPETHYHI 3acaji 3aXUCTy 1H(opmarii mix yac i
nepeavl BIAKpUTUMHU KaHaJIaMH 3B'A3KY.

Bwminzs po3po06uisiti 6a30B1 TOMOJIOTIT 3aXUILIEHUX MEPEXK Ta PO3YMITH JIOTIKY
MapipyTtu3auii 1 puibTpanii Tpadixy.

®opmyBaHHS HaBUUOK IHTErpallii KpunrorpapiuHuX MPOTOKOJIB Y MEPEKEBY
IHppPacTpyKTYpy.
duckycis:

OO6roBopuTH TIEPEXiJ BiJl KOHIEIIIT «3aXUIIIEHOTO TIEPUMETPa» J0 MapaJurMu
«HynwsoBoi noBipu» (Zero Trust Architecture).

[TopiBusaTH BrumB mudpyBaHHs Tpadiky Ha 3a0e3meueHHsT KOH(IISHIIIMHOCTI Ta Ha
YCKJIaHEHHSI pOOOTH CUCTEM BUsBJICHHs BTOprHeHb (IDS).

PosrnsHyTH npoGiemMu BUKOPUCTaHHSI aHOHIMHUX Mepex (Hanpukiam, Tor) 3
TIOTJIS Ty HAI[IOHAJIBHOT O€3MEKH Ta MPaBOOXOPOHHOT AisSTbHOCTI.

Tema 13. LlIkigguBe nporpamMHe 3a0e3nedyeHHs: MeXaHi3MHU JIii Ta OCHOBU NMPOTHIIT
3aBIaHHA:

KinacudikyBaru cydacHe mKiJIMBE MporpaMHe 3a0e3nedeHHs (BipycH, XpoOaku,
TPOSHCBKI MMPOTPaMH, PYTKITH, IPOTpaMH-BUMaradi) 3a CriocoOOM IMOIITUPEHHS Ta
JIEeCTPYKTUBHUM BILUINBOM.

Ckiactu cxemy kuTTeBoro nukiy 3apaxenss (Infection Lifecycle) Ta BusHaunTu Ha
KO’KHOMY €TaIli MOKJIMB1 METO/IU BUSIBJICHHS (CUTHATYPHUM, EBPUCTUYHUI, TOBEIIHKOBHI
aHai3).

[IpoananizyBatu keiic araku Bipycy-BuMaraua (Ransomware) Ha KpUTHUHY
1HPacTPYKTYpy Ta 3aPONOHYBATH AITOPUTM JIOKATI3allil 3arpo3H 1 BIIHOBIICHHS TaHUX.
Pesyabrar:

3100yBadi 3MOXKYTh pO3Mi3HABATH NAaTEPHH MOBEIHKH IIKIAIMBOTO KOIY Ta
PO3yMITH MEXaH13MH HOT0 3aKpilJICHHS B CUCTEMI.

BMinHS popMmyBaTH opraHizaiiiiHi Ta TEXHIYHI HOJITUKH aHTUBIPYCHOTO 3aXHMCTY Ha
PIBHI MIIPUEMCTBA YU JIEPKABHOT YCTAHOBH.

dopmyBaHHS HaBUYOK IUIaHYBaHHS pe3epBHOTro komitoBaHHs (Backup) sik
YABTUMATUBHOTO 3aX0Jy MPOTHUJIIl porpaMaM-BUMarayam.

HMuckycis:

OOroBopUTH €TUYHI Ta MIPABOBI ACTIEKTH BUIUIATH BUKYIY XaKepaM IIiJ] 4yac aTaKk
Ransomware (uu ¢iHaHCYe 1ie MOAATbIY 3T0YNHHY JISUTBHICTE?).

[opiBHATH eheKTUBHICTD TpaauLiiHUX aHTUBIpYCIB (AV) Ta cuctem kiacy EDR
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(Endpoint Detection and Response) nipotu 3arpo3 HyJab0BOro jaHs (Zero-day).
PosrisiHyTH MepcreKTUBY BUKOPHUCTAHHS IITYYHOTO IHTEIEKTY SK JUISI CTBOPCHHS
MOJIMOP(HOTO MIKIATUBOTO KOAY, TaK 1 JIs1 HOTO BUSBICHHSL.

Tema 14. IndopmaniiiHO-NICUX0JIOTiYHI BIUIMBH Ta COLiaIbHA iH:KeHepis
3aBaaHHA:

[IpoananizyBaTu ICUXOJOTIUHI TPUTepH (CTpax, MiKaBiCTh, aBTOPUTET, KaTIOHICTB),
SK1 Half9acTile eKCITyaTyI0ThCS B aTaKaxX COLialibHOT IH)KEHepi.

Ckrnactu anatoMmiro nitboBo1 imuHroBoi araku (Spear-phishing): 36ip iHdopmarrii
(OSINT) — dopmyBaHHS IPETEKCTY — JOCTaBKa BEKTOPA aTaKK — EKCILTyaTaIlisl.

Po3poOutu 6a30BHii TIIaH TPEHIHTY 3 MiJBUIICHHS 00i3HaHOCTI (Security Awareness)
JUISl HETEXHIYHOTO MEePCOHANY JIepKaBHOI YCTaHOBH.
Pesyabrar:

3100yBadi 3MOKYTh 11eHTU(IKYBATH O3HAKU MaHIMYISITUBHOTO KOHTEHTY Ta CIipo0
coliaibHOI 1HXkeHepii B [u(POBOMY IPOCTOPI.

BwMminHs 3acTocoByBaTH MeToIM Bepudikallii iHpopMallii, mepeBipku aBTEHTUYHOCTI
BIIMIPAaBHUKIB Ta BUSBJICHHS Je31H(popMaItii.

dopmMyBaHHS 3JaTHOCTI MIHIMI3yBAaTH BIUTHB <JTIOJICEKOTO (haKTOpay Ha 3arajbHUN
piBeHb iHpOpMaLIHOT O€3MeKH.
Huckycis:

OOroBOpUTH MEX1 ETUYHOCTI MPOBEACHHS HaBYAIbHUX (DILIMHIOBUX PO3CHUIIOK
BJIACHOMY TepCOHANY 3 00Ky BIUIUTY O€3IMEKH.

[TopiBHSTH e(peKTUBHICTh TEXHOJOTIYHUX 3aCO0IB 3aXUCTY (craM-(QuUIbTPH,
aHTU(DIIIMHT) Ta PIBHSI KPUTHIHOTO MHUCIICHHS CITIBPOOITHUKIB.

Po3rnsiHyTH MeXaH13MHU 3aXUCTY BiJ] aTaK 3 BAKOPUCTAHHIM TEXHOJIOTIH TIIMOOKOTO
nigpoonenns (Deepfake) Ta cuaTe3y ronocy kepisaunTsa (CEO Fraud).

Tema 15. Ilo0ynoBa komiuiekcHux cucrem 3axucty iHgopmanii (KC3I) ta ayaur
0e3neKku
3aBIaHHA:

VY3araapHUTH NTPABOBI, OpraHi3alliifHi, IHKEHEPHO-TEXHIYHI Ta Kpunrorpadidni
3aX0/M, IHTETPYBABIIIH iX Y €IMHY KOoHIEeMNIIiI0 KoMIiekcHOT cucteMu 3axucty iHbopMmarrii
(KC3I) .

Cxiactu nopokHio kapTy etaniB crBopenHs KC3I (Bix oOcTexxeHHs iHpOpMaIliitHOTO
CepeIOBUINA JI0 IEPIKABHOT CKCIIEPTH3H ).

PosrisiHyTH Keiic mpoBeeHHS BHYTPIIHBOTO ayAUTy iH(OpMaIliitHOT Oe3neKu:
BU3HAYUTHU O0'€KTH ayAUTY, KpUTepii mepeBipku Ta popMar 3BITHOCTI.

Pesyabrar:

3100yBadi 3MOXKYTh IHTEIPYBaTH 3HAHHS 3 YCIX MOAYJIIB KypCy B LIUTICHY
apxiTeKTypy yrnpaBiiHHs iHpopMaliliHoio 6e3nexoro (ISMS).

Bwminns GpopmynroBatu TexHivuHi 3aBAanHs Ha cTBopeHHs KC3I ta opienTyBarucs y
MpoLeaypax OIIHKH BIAMOBITHOCTI.

@®opmyBaHHS TOTOBHOCTI IO CHCTEMHOTO YIPaBIiHHS O€3MEKOBUMH MPOIIECaMu Ta
3abe3neueHHs! IXHbO1 Oe31epepBHOCTI.

HMuckycis:

OO6roBopuTH MPOOIEMY «IaNIEPOBOi OE3MEKN»: UM TapaHTy€e HAsIBHICTh aTecTaTta
BignosigHocTi Ha KC3I peanbHy 3aXuIIeHICTh CUCTEMU BijI CydacHUX KibepaTak?

[TopiBHATH BUMOTH HalliOHATBLHUX HOpMaTUBHUX JokymeHTiB (H/[ T3I) i3
MDbKHapoHuMHU cTangaptamu cepii ISO/IEC 27000.

Po3rnsiHyTH JKUTTEBUI IUKIT O€3MeKu K Oe3mepepBHUil poliec BAOCKOHAICHHS, a He
OJIHOPA30BUH MTPOEKT.

VY cboro 3a HaBYAIBHOIO I[I/ICI_[I/IHJ'IiHOIO
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[1iq yac BUBYEHHS KypCY BUKOHYIOTBCS 3aBJIaHHSA JIJIsl CAMOCTIHHUX poOIT 10 19 Tem.

5.2 3aBaaHHA 1JIA CAMOCTIiiTHOT po00TH Ta KpuTepii ii OnHiHIOBaHHS.

Kpumepii oyinoeanna:
3MICTOBHICTh, BIMIOBIIHICTH TEM1 Ta BUMOTaM opopmiieHHs — 1 Gail.
MakcuMainbHa KUTBKICTh OalliB 3a OJIMHUITI0 CaMOCTIHHOT poOoTu — 1 Oai.
MakcuMarnbHa KUIBKICTh OalliB 3a caMOCTIHHY poOOoTy mo Kypey — 19 Garis.

3MmicT 3aBaHb A caMOCTiliHOI po0oTu 3100yBaya (CP3)

3micT camocTiiiHOI po6oTH 3100yBaya BHILOI OCBIiTH

®opmu
KOHTPOJII0
CP3

Tema 1. CyTHicTh Ta ckiaa0Bi ingopmaniiiHoi 6e3neKu:
0a30Bi NOHATTS Ta KaTEropii

3aBaaHHs ISl CAMOCTIHHOT pOOOTH:

[IpoananizyBaTu €BOJIOLII0 KOHIENIIH 1HQOopMaliiiHoT 6e3neKn
Ta MIATOTYBATH OIJISJI CYYaCHUX MDKHAPOJIHUX CTAaHJApTIB
(manmpuxuaz, ISO/IEC 27000).

CxJtacTv MOPIBHSUIbHY TaOJIMIIIO BIACTUBOCTEH 1HGOpMaIlii Ta
MOXJTMBUX HACIIJKIB iX MOPYIIEHHS IS JCP)KaBHUX 1
KOMEPIIHHUX CTPYKTYP.

[Ipe3enTaris
pe3ynbTaTiB

Tewma 2. I[IpaBoBi Ta opraHizaiiitHi 3acajy 3aXucTy iHboOpMaIlii B
VYkpaini

3aBaaHHs I CaMOCTIHHOT pOOOTH:

JlocmiaguTi MbKHApOJHHUIA JJOCBII TPABOBOTO PEryTIOBAHHS
kibepOesneku (Ha mpuknani NIS2 upektusu €C abo GDPR) Ta

MOPIBHATH WOTO 3 HAIIOHAJLHUM 3aKOHOJIaBCTBOM Y KpaiHH.

BuszHaunuTy nporajqvuHu Ta HapsIMU IMITJIEMEHTAIlil €BPOTIEHCHKUX
HOPM.

[Ipe3enTarris
pe3ynbTaTiB

Tema 3. Kimacudikarist 3arpo3, Bpa3IMBOCTEH Ta aTak Ha
iH(pOopMaIliiiHiI CHCTeMH

3aBiaHHs U CAaMOCTIHHOT poOOTH:

PosrnsiHyTH Kiacudikaliiro 3arpo3 Ta TaKTHK KibepaTak 3a
marpuuero MITRE ATT&CK.

Cknactu npo¢inb TUOBOI HecpssMoBanoi ataku (APT) Ha

o0'exT KpuTHYHOT IHPpacTpykTypH 3 onricoM etamis (Cyber Kill
Chain).

[Ipe3enTaris
pe3ynbTaTiB

Tema 4. ®opmanbHi MOJIeli MOJITUK iH(POpMAIIHHOT Oe3neKn

3aBiaHHs Ui CaMOCTIHHOT pOOOTH:

[TpesenTarrist
pe3yibTaTiB




[IpoananizyBaTu mpakTUYHE 3aCTOCYBaHHS MaHJATHOT MO
JOCTYITY B Cy4aCHUX OTEPaIifiHIX CUCTEMAaX 3 MiJBUIICHIM
piBHeM Oe3nexu (Hanpukian, SELinux abo Trusted Solaris).

[linroTyBaTy KOPOTKHUI aHAIITHYHIA BHCHOBOK IIOO
JOLUIBHOCTI iX BUKOPUCTAHHS B OpTraHax JAep>KaBHOI BIaJIH.

Tema 5. Yrpasminas puznkamu iHpopManiitHoi 6e3meKn:
METOJIOJIOTIS Ta OI[IHIOBAHHS

3aBAaHHA ISl CAMOCTIHHOT poOOTH:
[IpoBecTu sIKiCHY OLIIHKY PU3HKIB Ul FIOTETUYHOTO
1HpOopMaLIIiHOTO aKTUBY (06a3a 1aHUX IPOMAISH) 3

BukopuctanasMm merogaosorii NIST SP 800-30 ado OCTAVE.

CdopmyBaTu peecTp pU3UKIB 13 BUBHAYEHHSIM MPIOPUTETIB
pearyBaHHSI.

[Tpe3enTarris
pe3yabTaTiB

Tema 6. TeopeTnuni ocHOBH Kpuritorpadii Ta CMHMETpUYHI1
KpUIITOCUCTEMU

3aBaaHHs sl CAMOCTIHHOT poOOTH:
JocniauTty icTopiro ctanaaptusarii anroputmy AES ta
nopiBHATH pexumu ioro poobotu (ECB, CBC, GCM) mono

KPHUIITOCTIHKOCT1 Ta MPOTYKTUBHOCTI.

[Tosicanutu, yomy pexxum ECB He pekoMeH0BaHMi 1715
mudpyBaHHS BEJIMKUX 00CSTIB TaHUX.

[IpesenTaris
pe3ynbTaTiB

Tema 7. AcuMeTpuUYHI KPUTITOCUCTEMH Ta iHPPACTPYKTYpa
Binkputux kiouis (PKI)

3aBnaHHs Ui caMOCTiIHHOT poOoTh:OnucaTy mpoiec reHepartii
KIIIO4iB Ta popMmyBaHHs cepTudikata popmaty X.509.

[IpoananizyBaTtu 3arpo3u KOMIpOMeTallii HEHTPIB cepTudikarrii
KIIIOYiB Ta MexaHi3Mu BinkiaukanHs ceptudikaris (CRL, OCSP).

[Ipe3enraris
pe3ynbTaTiB

Tema 8. Kpunrorpadiuni rem-QyHkKIiii Ta eeKTpOHHUN TANHUC
3aBaaHHs I CaMOCTIHHOT poOOTH:

Jocnigutu nmpobaemy Kodiziil y rem-gyHKIisIX Ha ICTOPUYHOMY
npukiaai anroputmis MD5 ta SHA-1.

OO6rpyHTyBaTH HEOOXIHICTH Mepexoy Ha ctanaaptu SHA-256 /
SHA-3 y nep»xaBHUX IHPOpMaLIHHUX cHUCTEMAX.

[Ipe3enTaris
pe3ynbTaTiB

Tema 9. Teopist aBTeHTU(DIKALIT Ta YIIPABIIHHS 10CTYIIOM
3aBiaHHs U1 CAaMOCTIHHOT pOOOTH:

[IpoananizyBatu cy4acHi IpOTOKOJIU (e1epaTuBHOL
aBTeHTu(ikanii Ta aBTopu3zanii (OAuth 2.0, OpenlD Connect,

[TpesenTarrist
pe3yibTaTiB
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SAML) Ta NOSACHUTH JIOTIKY X BUKOPUCTAHHS Y XMapHUX
CepeIOBUIIAX 1 CHCTEMaX €JIEKTPOHHOTO ypsiAyBaHHS (Ha
npuknani inrerpamii 3 " Mis. Iigmuc").

10

Tema 10. Creranorpadis Ta METOAM NPUXOBYBaHHS iHPOpMaIii
3aBAaHHA ISl CAMOCTIHHOT poOOTH:

PosrmstayTH MeTou npoTuIii creranorpadii (cTeranoaHatis) y
KOPIOPaTUBHUX MEPEIKAX.

[ligroTyBaty KOPOTKHM OTJISA IHCTPYMEHTIB Ta MIIXO/IB 10
BUSIBJICHHS ITPUXOBAHUX KaHATIB 3B'A3KY Ta 3a1100IraHHs BUTOKaM
naaux (DLP-cuctemn).

[Tpe3enTarris
pe3yIbTaTiB

11

Tema 11. TexHiunuii 3axuct iHPOpMallii: KaHATH BUTOKY Ta
METOAU MPOTUMIL

3aBAaHHS sl CAMOCTIMHOT poOOTH:

3AIMCHUTH OTJISI] CyJacHUX 3aC001B BUSBIICHHS 3aKJIaJHUX
MPUCTPOIB (HEMIHIIMHI JOKAaTOpH, aHAJI3aTOPHU CIEKTPA,
IHAUKATOPH €IEKTPOMArHITHOTO M0JIs) Ta onucaTty Gi3uuH1
MPUHIMIN iX poOOTH MiJ] 4ac MPOBEIEHHS MOUTYKOBUX 3aXO0/IIB.

[Ipe3enTaris
pe3ynbTaTiB

12

Tema 12. MepexeBa Oe3meka Ta KpunrorpadiaHi MpOTOKOJIH
3B'A3KY

3aBmaHHs 11 CaMOCTIHHOT pOOOTH:
Jocmiautu apXiTekTypy «Mepexi 3 HyJIbOBOIO JI0OBIpotO» (Zero
Trust Network Access - ZTNA) sik eBOJIOLINHY albTePHATHBY

TpaaumiiHuM VPN-pimeHHsM.

BusHauntu nepeBaru i€ KOHIEIIT U 3aXUCTY KPUTHIHOT
1HOPACTPYKTYpPH.

[IpesenTaris
pe3ynbTaTiB

13

Tema 13. llIkiamuBe mporpaMHe 3a0€3MeUeHHS: MEXaH13MH JIii Ta
OCHOBH TIPOTHUJIIT

3aBaaHHs I CaMOCTIHHOT pOOOTH:

[IpoananizyBaTtu €BOJIOLIIO TporpaM-BumMarauis (Ransomware)
Ta KoHIemnito "Ransomware-as-a-Service" (RaaS).

JlOCHiIUTH POJIb KPUNTOBAMIOT 1 TIHBOBOT'O CETMEHTA IHTEPHETY
(Dark Web) y ¢inancyBaHH1 Ki0ep3JI0UMHHOCTI.

[Ipe3enraris
pe3ynbTaTiB

14

Tema 14. IndopmaniiiHO-IICUXOJIOTIUHI BIUIMBU Ta COIlialbHa
1HXKeHepis

3aBaHHA Ul cCaMOCTIHHOT poOoTH:
JlocmiauTH BUKOPUCTaHHS TEXHOJIOT1H IMITYYHOTO IHTENIEKTY Ta

Deepfake y minboBuUX (QIIIMHIOBUX aTakax i cCXeMax COLIATbHOL
ikenepii (Hanpuxiag, CEO Fraud).

[TpesenTarrist
pe3yibTaTiB

20
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OxpecnuTi pU3UKH ISl KOPIIOPATUBHOT Ta HAI[IOHATLHOT Oe3MeKH
it Mmetou Bepu(ikaIlii KOHTEHTY.

15 Tema 15. [ToOynoBa KOMIUIEKCHUX CUCTEM 3aXUCTY iH(popMmarlii [Tpe3enTartis
(KC3I) ta aynut 6e3nexu pe3yiIbTaTiB

3aBAaHHA Uil cCaMOCTIHHOT po00oTH:CKIIaCTH TUIOBY CTPYKTYPY
[onituku iHpopManiifHOT Oe3neKu opraHizallii BiAMoOBiIHO 10
BUMOT MikHapoHoro ctanaapty ISO/IEC 27001.

Bu3HaunTH KITFOYOB1 PO3ALUTH JOKYMEHTA Ta PO3IIOILT
B1JIMOB1IAJILHOCTI MDK MIPO3IUIAMHU.

Pedepat € hopmoro camocTiitHOT poOoTH 3700yBaya, METOO SIKOT € TIOTJIMOJICHHS Ta
3aCBO€HHS 3HaHb 3 JUCHUIUTIHU « TeopeTUyH1 OCHOBH 3aXUCTY 1HQOpMALIi».

Temy pedepaty 3700yBau BU3HAUAE 3a MEPIIOD OYKBOIO 3a CIIUCKOM TPYIIH.

B okpemux Bumagkax 3100yBad MOXKE CaMOCTIHHO 3allpOIOHYBAaTH Ta PO3POOUTH
Temy pedepaty, nonepeHb0 0OrOBOPUBIIH ii 3 BUKIIAJAUEM.

CtpykTypa, 3MICT 1 TeMa pedepaTiB BH3HAYAIOTHCS MPOrPaMoI0 Kypcy, IO
3YMOBIIIO€ TaKy MOCJI1IOBHICTh POOOTH:

BUOIp TEMU;

po3poOKa TIany;

03HAHOMIIEHHS 3 PEKOMEH]I0BAHOIO JIITEPaTypoIo;

HaIMCaHHS Ta 0POPMIICHHS POOOTH.

[Ipu wnamucanHi pedepaty Ta Horo oQOpMIEHHI BapTO KEpPyBaTUCA TaKUMHU
KPUTEPISIMH:

OoOTpyHTYBaHHS BUOpaHO1 TEMU;

OTIPAIFOBAHHS BIAMOBIAHOT JIITEPATYPH;

HasSIBHICTb aBTOPCHKOTO PO3/LIY;

HasIBHICTh CIIMCKY BUKOPUCTAHHUX JKEPETI.

[luratm Ta CTAaTUCTUYHI MaTepiaid CIiJ OOOB’SI3KOBO  CYIPOBOJIKYBATH
NMOCWJIAHHSAMM Ha JoKepena iHdopmallii, sKi MamThb OYTH BiToOpaXkeHI y CIHUCKY
BUKOpUCTaHUX pkepen. [locwnannas Ha iHbopMaIiitHi JKepena HEOOX1IHO MOoJaBaTH IO
TEKCTYy Yy KBaJIpaTHHX NyXKKax, Hanpukian [15, c. 74], 15 — ue mopsakoBuii HoMep
JpKepena y CIIUCKY JITepaTypH, a 74 — CTOpiHKa 13 BKa3aHOTO JpKeperna.

Pedepar mae cxmanmatucs i3 BCTymy (aKTyalbHICTH TEMHU, TIPEIMET, 00’ €KT, METa,
3aB/IaHHS), OCHOBHOI YaCTWHU (BH3HAYEHHS MPOOJIEMH Ta TOCIIIOBHE 1i PO3KPHUTTH),
BHUCHOBKIB Ta CIUCKY BUKOPUCTAHUX JIITEPATyPHUX JIKEPEIL.

3aranpHUil 00caT pedepary — g0 20 MAMMHONMUCHUX CTOPiHKH (opmaty A4 3 14
mpudToM Ta iHTEpBaIoM 1,5, 13 moasiMu (BEpXHE/HUKHE — 2 CM, JTiBE — 3 CM, paBe —

I cm.).

Cnig Mati Ha yBa3i, IO TOJOBHOK BHUMOTOIO 10 pedepaTry € PO3KpUTTS CYTi
MUTaHb, @ HE KUTHKICTh CTOPIHOK.

Temu pedeparis

Temu pedeparis:
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1 Epomrouis KoHuenuii iHdopmaniiHoi Oe3nekn B yMoBax LU(PPOBOi TpaHcopmarii
JepKaBH.

2 HamionanpHi iHTepecu YKpaiHM B 1H(oOpMauUiiHiid cdepi: 3arpo3u Ta MeXaHi3MU
peanizaiii.

3 IlpaBoBuii pexuMm i1Hopmanii 3 OOMEKEHHM JOCTYNOM: MOPIBHSUIBHUM aHami3

3aKOHO/IaBCTBA.

Mopeni ynpaBiliHHS TOCTYIIOM: Bl JUCKPELIHHO1 10 aTpOyTUBHO-OP1EHTOBAHOI.

Pusuk-opieHTOBaHMM Miaxia y moOyA0BI cUCTEM 1HpOpMaIliitHOT Oe3neKu.

MaremaTuuHi 3acaau  Kpunrorpadii: iCTOpis, Cy4acHUH CTaH Ta TOCTKBAaHTOBI

BUKITUKH.

7/ IHdpacTpykTypa BIIKPUTHUX KIIOYIB SIK OCHOBAa JIOBIPYMX EJIEKTPOHHUX MOCIYr B
VYkpaini.

8 KaamidikoBaHuii eNeKTPOHHUI MIAMKMC: MPaBOBI TrapaHTii Ta KpUOTOrpadiuHi
MEXaHI3MHU.

9 biomerpuuHa aBTEHTH(QIKAIlls: TEpeBard, BPa3JIUBOCTI Ta MHUTAHHS 3aXUCTY
PUBATHOCTI.

10 Creranorpadis Ta NOpUXOBaHI KaHAIM TIepeJaBaHHs JaHUX Yy CY4aCHOMY
KiOepIIMUTyHCTBI.

11 ®di3uyna Oe3neka 00'ekTiB 1H(MOpPMAIIHHOT AISUIBHOCTI Ta NPOTHUAIS TEXHIYHUM
PO3BiIKaM.

12 T1o6iuH1 edeKTpOMarHiTHI BUIIPOMIHIOBAHHS 1 HaBEJEHHS SK KaHal BHUTOKY
iHpopMaIii.

13 KoHueniiiss HyTbOBO1 JOBIpH y 3a0e3meueHHi 0e3MeK KOPIOPAaTUBHUX Ta JEpPrKaBHHUX
MEPEK.

14 BipryanpHi NpUBaTHI MEPEX1: apXiTEKTypa, MPOTOKOJIA Ta 3aCTOCYBaHHS.

15 EBousrollis IIKiJTMBOTO MPOTPaMHOI0 3a0e3NedYeHHs: BiJ KJIACHYHHX BIPYCIB JI0
IIJIECIIPSIMOBAHUX aTaK.

16 Ilporpamu-Bumaradi sik 3arpo3a HalliOHaJbHIM Oe3Mell Ta KpUTHIHIN 1HPpacTpyKTypi.

17 ComianbHa iHXeHEPIs y KIOepIPOCTOPI: MCUXOJIOTTYHI aCIIeKTH Ta METOAN POTHIII.

18 ®immHTOBI aTaku Ta BUKOPUCTAHHS TEXHOJOTIH MTMOMHHUX MigpoOOK: HOBI BHKIUKHU
TUTST OE3IIEKH.

19 Cranpaptuzaris y cepi kibepOe3neku: poib MIKHAPOJAHUX CTaHAAPTIB YIpPaBIiHHS
0e3MneKoro.

20 Opranizariiiiti erany moOy 0B KOMIUIEKCHOI CHCTEMH 3aXHCTY iH(pOpMaIrii.

21 Aynut indopmariitnoi 6e3neKkn: METOA0JIOTisSI MPOBECHHS Ta KPUTEPIi OIlIHIOBAHHS.

22 TadopmariiiiHa 6e3meKa CUCTEM EIEKTPOHHOTO ypsTyBaHHS Ta JEP>KaBHUX PEECTPIB.

23 3axucT NepCcOHATBHUX JIAHUX BEIMKUX OOCATIB: TPAaBOBI Ta TEXHIUHI PIIIICHHS.

24 3actocyBaHHSI TEXHOJOTIl PO3MOAUICHUX PEECTPIB s 3a0e3MedeHHs MUTICHOCTI Ta
ABTEHTHUYHOCTI 1H(pOpMAIlii.

25 CucreMu 3amo0iraHHs BUTOKY JaHUX SIK IHCTPYMEHT OOpOTHOM 3 i1HCAlAepChKUMU
3arpo3aMu.

26 I'mobGanpHi Kibep3arpo3u Ta iX BIUIMB HA MDKHAPOIHY Ta HAIIOHATBHY O€3TMeKy.

27 Pomb kibeppo3BiKH y IOTIEPEKEHH1 IIJIECIIPSIMOBaHUX KibepaTak.

28 KoH(ineHIIHHICTh y COIIAIbHIX MEPEKax: 3arpo3u PO3KPHUTTS 0coOncTol iH(opmartii
PO3BiTyBATLHUMHU METOIAMH.

o O1
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29 3axuct iH(doOpMalii B XMapHHUX CEpPEOBUINAX: MOJIeNl BIAMOBIAATBHOCTI Ta
creniani3oBaHl IHCTPYMEHTH.

30 IIpobnema aTpuby1ii KidepaTak y MbKHaApOIHOMY TIpaBi Ta 0€3MEKOBOMY CEpPEIOBHIIIL.

31 3axuct KpuTUYHOI IHPOPMaLIHHOT IHPPACTPYKTYpU B yMOBaX rOPHUIHOT BIHHH.

32 IudopmaniitHuit TEpoOpU3M: CYTHICTb, 3arpo3ud Ta MNUIAXHA OpTraHi3aliMHO-TEeXHIYHOT
MPOTHIII.

33 llItyuHuii iHTENEKT y KiOepOe3neli: SK IHCTPYMEHT 3aXHUCTy Ta 30pos aTaku.

34 MexanismMu 3a0e3neueHHs Oe3neku [HTepHeTy peuell Ha Jep)KaBHOMY Ta
KOPIHOPAaTUBHOMY PIBHSIX.

35 IIpaBoBi Ta €THYHI aCMEKTH AISNIBHOCTI (haxiBIIiB 3 MOIIYKY BPa3InBOCTEH.

36 YnpapiiHHS iHOUACHTaMH 1HGOpMAIITHOT O€3NeKU: adrOPUTMH pearyBaHHs.

37 be3nexka MOOUIBHMX TPUCTPOIB: 3arpo3u, BPa3IUBOCTI Ta MOJITUKH YNPABIIHHI
KOPIIOPATUBHUMH MTPUCTPOSMH.

38 [udposa KpuMIHATICTUKA: METOU 300py Ta aHAII3Y €IEKTPOHHUX JO0Ka31B.

39 MogpemntoBaHHs 3arpo3 Mpu po3poOIli 3aXUIIEHOT0 MPOrPaMHOTo 3a0e3MeUeHHs.

40 Ataku Ha JIAHIFOTH TIOCTA4YaHHS: HACIIIKK Ta METOAM MIHIMI3aIlil pU3UKIB.

41 €BponeicbKi JUPEKTUBU 3 KibepOe3nmeku: IMIUIEMEHTaIlii BUMOT B HalllOHAJbHE
3aKOHOJABCTBO Y KpaiHH.

42 TlpoGnema ympaBiIiHHS TApOJSIMH: BiJ TPAJUIIHHUX TMOJITUK JI0 Oe€3MmapobHOT
aBTeHTHIKAITI.

43 3axuct iH(popMallii B 6e31pOTOBUX MEpeKax: CTAHIAPTH, MPOTOKOIU MU PyBaHHS Ta
BPa3JIUBOCTI.

44 CouianpHa IHXEHEPIS yepe3 KaHaIH TeJae(OHHOTo Ta TEKCTOBOTO 3B'SI3KY.

45 Kpunrtorpadiudi MPOTOKOJM: E€BOJIOISA, BPA3IWBOCTI Ta CY4YacHUU CTaH 3aXHCTy
BeOTpadiKy.

46 BukopucTaHHS TEXHOJIOT1H ITU(DPOBHUX MACTOK JJISI BUSBIICHHS KiOCpIITTUTYHCTBA.

47 KibepririeHa sk KIIIOYOBUH €JIeMEHT (pOpMYyBaHHs 0€3MEKOBOI KYJIbTYpH MEPCOHATY.

48 TexHiuHl Ta opraHizalliiHi acIeKTH PE3epPBHOTO KOIIOBAHHS JIaHMX Ta aBapiHOTO
BITHOBJIEHHSI CUCTEM.

49 Tudopmariitai oneparlii B KibeprnpocTopi: TMCUXOJOTTYHUN BIUIUB Ta MaHIMYJIOBAaHHS
CYCHUTBHOIO CBiOMICTIO.

50 Ponp nepkaBHMX OpraHiB CHEIIATBHOTO 3B'A3KYy Yy 3a0e3MeYeHH] HalllOHAIBHOI
KiOepOe3meK.

5.3 ®opmu npoBeieHHSI MOAYJIbHOI0 KOHTPOJIK0 Ta KPUTEPii ONiIHIOBAHHS

Ilposedenns mooy1bH020 KOHMPOJII0 3 TUCIUILTIHA « TEOpETHUYHI OCHOBH 3aXHCTY
iHbOpMaIIii».

3MIACHIOETHCS Y (DOPMI TECTOBOTO 3aBIAHHS.

TecToBI 3aBIaHHS  CTOCYIOTBbCSI ~TEPMIHOJOTI, (YHKIH, MOPUHUMUIIB Ta
0CcOOJIMBOCTEN aIMIHICTPATUBHOTO CY/IOYMHCTBA.

3anumanns popmynoromecs 3 ypaxyeauHAM NPUHYUNIG:

Jlakoniunicms. 4iTK1 Ta CTUCIT (POPMYITIOBAHHS.

3aseputenicmy: BIANOBIA1 OXOTUTIOIOTH BC1 ACTIEKTH 3alTUTaHHS.
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l'omocennicmsy: TpaBWIbHI Ta HENPAaBWIbHI BaplaHTW BIANOBiAI JIOTIYHO Ta
rpaMaTUYHO MOAI0H].

Bubipxosicmv: TMTaHHS CTOCYIOTHCSI CYTTEBUX ACIIEKTIB BUBUEHOTO MaTepiaiy.

3aBmaHHs nependavaioTh BUOIp OJHOrO MPABWIBHOIO BapiaHTa 3 TPbOX
3aMpONOHOBAHUX.

Koxne TecToBe 3aBiaaHHs OLiHIOETECA B 1 6aa. (1 6an — Biamosigs mpaBwibHa; 0
OaJtiB — BIANOBIb HEMIPABUIIbHA).

3arajnbHa MaKCMMaJIbHA MOXKJIMBA KUIbKICTh 0aJ1iB 32 MOAYJIbHY KOHTPOJIBbHY
podorty - 15 6auis.

Yac Ha BUKOHAHHS.

Ha BuKOHaHHSI BCLOTO KOHTPOJIBHOTO 3aB/IaHHs BiIBOAUTHCS 30 XBHJIMH.

MiHiManbHUN OPIT.

Jljist yCHilHOTO CKJIaJaHHs MOAYJIBHOTO KOHTPOJIIO 3100yBay MOBUHEH HaOpaTH He
menie 10 6aniB (60% Bix MakCUMaIbHOT KUTBKOCTI).

3araabHi KpuTepii OLiHIOBAHHA TECTOBHMX 3aB/IAHb:

bann IIpoueHT BUKOHAHHA PesyabTar
14-15 -100% 3apaxoBaHO
13 83-90%
12 76-82%
11 60-75%
10 60-67%
0-9 < 60% He 3apaxoBaHno

5.4 InauBinyaJjbHi 3aBIaHHS Ta KPUTEPil IX OMiHIOBAHHS
Jlo mopatkoBuX (IHAWBiNYadbHHUX) BU/IB HABYAIBHOI MISJIBHOCTI BIIHOCATH Y4acTh

3100yBavyiB 'y po0OOTI HAyKOBUX KOH(EpEeHII, HAyKOBUX TypTKIB 3100yBadiB i
mpoOJIeMHUX TPyI, MIATOTOBIN MyOmikamii, y4acTh y BceykpaiHChbkux omimmiagax i
KOHKypcax Ta MiKHApOJHUX KOHKypcax TOIIO ITOHAJ] OOCATH 3aBjaHb, SKI BCTAHOBJICHI
BIJIMTOBITHOIO POOOUYOIO MPOTrPAMOI0 HABYAIBHOI JUCITUTUTIHH.

3a pimeHHsM kadeapu 3100yBayaM OCBITH, SIKI Opaid y4acTh Y HAyKOBO-IAOCITITHIN
po0OOTI Ta BUKOHYBaJM IIE€BHI BHJIM JOJATKOBUX (IHIAMBIAyaJIbHUX) BHJIIB HABYAIHHOT
TSUTBHOCTI, MOXYTh TPUCYPKYBATHCS 3a0X04YyBaIbHI (OOHYCHI) Oanmu 3a BH3HAYCHY
OCBITHIO KOMITOHCHTY.

Takox, 3ao0xodyBajbHI OanM MOXYTh HApaxOBYBATHCS, SKIIO 3700yBayd OCBITH,
HaIPUKJIaJl, BAKOHAB 1 3aXMCTUB TIEBHI BUIM POOIT, BiIBiAyBaB BCi JICKIii, CEMIHAPCHKI i
MPaKTUYH]1 3aHSATTA, Ma€ BJIACHUM PYKONMHCHUN KOHCHEKT JEKIIH Ta OmpalbOBaHUI
J0JTATKOBUI HaBYAJBHUN Marepian, HeMae MPOMYCKiB 3aHATh 0€3 MOBAXHUX MPUYHH,
BI/IBIJTyBaB JI0JaTKOBI KOHCYJIBTAIIll 32 y4acTl JIEKTOpa TOIIO.
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Cyma 3a0xouyBaibHUX OajliB BpaXOBY€EThCSI IIPU BUCTABICHHI MiJICYMKOBUX OajiB B
3aJIIKOBO-€K3aMEeHallIiHy BIIOMICTh (ane He Oublie 89 0aniB B 3araibHOMy MiICYMKY) 1
MOKe OyTH aBTOMaTU4YHO 3apaxoOBaHa P BUCTABJIEHHI M1ICYMKOBOI CEMECTPOBOI OL[IHKU
3 BIIMOBIJIHOT OCBITHHOT KOMIIOHEHTH.

3a0xouyBajbH1 OaJIl HE € HOPMATUBHUMH 1 HE BXOJATH 0 TabJIULI po3noAlly Oais,
AK1 OTPUMYIOTh 3/100yBayi BUILIOT OCBITH Ta OCHOBHOI IIKAJIX CUCTEMH OL[IHIOBAHHS.

OnuH 3axi MOXKe OyTH MIJCTABOIO JJIsI BUCTABJICHHS 3a0X0UYBIHLHUX OalliB JIMIIE 32
OJIHI€I0 HAUOLIBII PEJICBAHTHOIO OCBITHBOIO KOMITOHEHTOIO.

5.5 ®opmu npoBeAeHH CEMECTPOBOI0 KOHTPOJII0 TA KPUTEPil OLIHI0 BAHHS
Ex3amen. BinoyBaeThes 3riiHo 3 «[lomokeHHs PO OI[IHIOBaHHS HABYAJIbHUX JOCSITHEHb
3100yBayiB BUILO1 OCBITH y [IpAT BH3 MAYVII»
https://maup.com.ua/assets/files/yakist/studcentr/polozhennya-pro-sistemu-ocinyuvannya-
rezultativ-navchannya-zdobuvachiv-vishhoi-osviti.pdf

Opi€eHTOBHUI NMepeJiiKk NUTAHb AJIA KOMILUIEKCHOI0 KOHTPOJIIO:

CyTHICTB Ta CKJI1a/10B1 IHPOPMALIIHOT O€3MeKH Aep>KaBU.

ba3oBi BracTuBoCTI iH(pOpMaIii ik 00'€KTa 3aXUCTY.

[Tpunnumm 3a0e3nedeHHs KoHQIISHIIHHOCTI iHGOopMaIIii.

[Tpunnumm 3a0e3nedeHHs HUTICHOCTI iHpOopMaIrii.

[TpuHuumm 3a6e3nedeHHs J0CTYIMHOCTI iHpopMaIlii.

JlomaTtkoBi BIacTHBOCTI 1H(OpMaIIiitHOT O€3MEeKH: aBTCHTUYHICTD Ta arel0BaIbHICTh.
[IpaBoBi 3acanu 3axucty iHpOpMaIlii B YKpaiHi.

HopMaTtuBHO-TIpaBOBE PETYIIOBAHHS 3aXUCTY JEP>KaBHOI TAEMHHUII.
HopMaTtuBHO-TIpaBOBE PETyIIOBAHHS 3aXUCTY KOMEPIIHHOT TAEMHUIIL.
10 IIpaBoBi MeXaHI3MH 3aXUCTY NEPCOHATHHUX JTAHUX.

11 Cy0'extn nepxaBHOTO ynpaBiiHHA y chepi kibepOe3nekn YKpainu.

12 Knacudikairis 3arpo3 iHpopMaliiHii 0e3merri 3a JKepeaoM MOX0KEHHS.
13 Knacudikarris 3arpo3 iHpopMariiHii 0e3mnerri 3a crrocodoM peaizaitii.
14 TlousaTTsa Bpa3nuBoCTi iHPOPMAIIIHHOT CUCTEMH Ta iX KIacu(ikairis.

15 ApxiTekTypHi Ta mporpamMHi Bpa3IuBOCTI iHPOPMAIIHHUX CUCTEM.

16 Bekrtopu kibepaTak Ta MOHATTS MMOBEPXHI aTaKH.

17 XuTTeBHii MUK UJIECTIPIMOBAHO1 KibepaTakwy.

18 Tlonsattsa momiTuky iHGOpMAIIHHOT OE3MeKN OpraHi3allii.

19 JluckperiitHa MOJENb YIIPABIiHHS JOCTYIIOM.

20 MaHaTtHa MOJIeITb YIPABIIHHS IOCTYTIOM.

21 PonmboBa MO/ICITb YIPABIIHHS TOCTYTIOM.

22 ATpuOyTHUBHO-OpIEHTOBaHA MOJIETh YIIPABIIHHS TOCTYIIOM.

23 ®opmanbHa Moaenb Oe3meku bemna-Jlallamymm.

24 ®opmanpHa Monens O6e3neku bida.

25 ®opmanpHa Mojens 6e3nekn Kimapka-Bincona.

26 YnpaBniHHS pU3nKaMu iH()OPMAIiiHHOT OE3MEeKN: OCHOBHI MOHSTT.

©OCoo~Noolh~wN R



27 Metoauka ineHTr(diKalii Ta OIIHIOBAHHS 1H(QOPMALIITHIX aKTHBIB.
28 SIkicHI Ta KUIBbKICHI METOAM OLIIHIOBaHHS 1H(OPMALIIMHUX PU3UKIB.
29 Crparerii 00poOku pu3uKiB 1HGOPMALIMHOT Oe3MeKH.

30 MaTpuist pu3HKIB Ta ii BAKOPUCTAaHHS Y IJIaHYBaHH1 O€3MEKH.

31 TeopeTn4Hi OCHOBU KpUINITOTpadiuHOro 3aXUCTy 1HPOpMAIIii.

32 Bumoru lllenHona 1o kpuntorpadiyHUX CUCTEM: PO3CIIOBaHHSA Ta MEPEMIIITYBAHHS.
33 IpuHiunu GyHKIIOHYBaHHS CUMETPUYHUX KPUIITOCUCTEM.

34 TloTokoBI1 Ta OJOKOBI AITOPUTMH CUMETPUYHOTO MHU(PPYyBaHHS.

35 IIpobnema po3noAiTy KIIOUIB Y CHMETPUUHIN KpunTorpadii.

36 MaTemaTH4H1 OCHOBM aCUMETPUYHOI KpUunrorpadii.

37 Ipunuunu GyHKIIOHYBaHHS ACUMETPUYHUX KPUIITOCUCTEM.

38 Anropurmu mudpyBaHHS Ha OCHOBI (paKTOpHU3allii BETUKUX YUCEN.
39 Anroputmu mndpyBaHHS Ha OCHOBI €JIINTHYHUX KPUBHUX.

40 ApxiTeKkTypa Ta KOMIOHEHTH 1HPPACTPYKTYPH BIAKPUTUX KITFOUIB.
41 Ponb nentpiB ceprudikaiii y 3a6e3rneyeHH1 JOBIPUYUX MOCTYT.

42 KurreBuit nuki uudpoBoro ceprudikara BIAKPUTOTO KIIIOYA.

43 Kpunrorpadiuni reni-QyHkIfii: BU3HaYeHHs Ta 6a30B1 BIACTHUBOCTI.
44 CriiikicTb rem-(QyHKIIH A0 KOJi31i MepIIoro Ta Ipyroro poay.

45 3acrocyBaHHs Teml-PYyHKITIH /711 KOHTPOJIIO MUTICHOCTI MOB1OMIJICHD.
46 TeopeTuyHi 3acajyl CTBOPEHHS €JIEKTPOHHOTO (P POBOTO MIAMHUCY.
47 Tlpouemypa nepeBIipKH BaTiAHOCTI KBaTi(hiKOBAHOT'O €JIEKTPOHHOTO MIIHNCY.
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48 Inentudikais, aBTeHTH(IKAIlIS Ta aBTOpU3allis Cy0'eKTiB B IHHOpPMAIIMHUX CHCTEMAaX.

49 Knacudikaris ¢pakTopiB aBTeHTH(IKAIlT KOPUCTYBAYiB.

50 Cucremu cyBopoi 6ararodakTopHoi aBTeHTU]IKAIII.

51 Bpa3nuBOCTi MapOJILHUX CHCTEM 3aXUCTY Ta METO/M aTaK Ha HUX.

52 biomeTrpuyHa aBTeHTU]IKAIlISA: METOJIH, TIEPEBArd Ta HETOIKH.

53 TIpoTOoKOIH €MHOTO BXOY B KOPIIOPATHBHUX CHCTEMaX.

54 CyrtricTh creranorpadii Ta ii BIAMIHHICTB BiJ Kpuntorpadii.

55 Metoau BOynoByBaHHS NpuxoBaHoi iHGopMarlii y 1iudpoBi 300pakeHHS.
56 Mertoau BOynoBYyBaHHsI IprX0oBaHO1 iHGopMalii B ayaiodaiiim.

57 Creranoanaii3 Ta BUSBJICHHS MPUXOBAHUX KaHAJIIB KOMYHIKaIlii.

58 BukopucranHsa nupoBUX BOASHUX 3HAKIB JIJISl 3aXUCTY aBTOPCHKUX TIPAB.
59 3arpo3u BUKOpUCTaHHS cTeraHorpadii y po3moBCIOKEHHI MIKIITUBOTO KOMY.

60 YnpapniHHS KIIOYOBOKO iHGOpPMAITIE€IO: TeHEpaIlis, 30epiraHHs Ta 3HUIIEHHS KIIFOYiB.

61 dizuyHa npupoia YTBOPESHHS TEXHIYHUX KaHATIB BUTOKY iHGOpMAIIii.

62 AxycTuyHi Ta BIOpOaKyCTHYHI KaHATM BUTOKY MOBHOI iH(opMaIrii.

63 OnTuyHi KaHATM BUTOKY BHI0BOI iH(OpMaIrii.

64 TloGiuHi €1eKTPOMAarHiTHI BUTIPOMIHIOBAHHS 1 HABEJICHHS K KaHaJl BUTOKY.

65 [HKeHepHO-TeXHIYHI METOIN 3aXUCTY aKyCTUYHOI iH(popMaIrii.

66 ExpanyBaHHS Ta 3alIyMIIEHHS SIK 3aCOOM MPOTHIIT BUTOKY iH(OpMAITi.

67 Opranizariis 3axucty iHGOpMaIlii y BUAUICHUX PUMIIIICHHSX.

68 ApxiTekTypa MepekeBOi OE3MeKH Ta KOHIIETIIisl 3aXUIIIEHOTO TIEPUMETPa.

69 Bpa3nmBoCTi cTeKka MEepeKEBUX MPOTOKOJIIB MEpEIaBaHHS JTaHUX.

70 TumoBi MepekeBi araku: IMiAMiHA aapec, MepexoIuieHHs Tpadiky, BiaMoOBa
00CIIyrOBYBaHHI.
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71 IpuHumnu GyHKIIOHYBaHHS Ta KIacH(pIKallisl MDKMEPEKEBUX €KPaHiB.

/2 CucteMH BUSIBICHHS Ta 3a1100IraHHS MEPEKEBUM BTOPIHEHHSIM.

73 TexHounorii BIpTyaJIbHUX IPUBATHUX MEPEXK Ta 3aXHUCT BIAIAJIEHOTO AOCTYIY.

74 Mepexi 3 HyJbOBOIO JIOBIPOIO: KOHIIETITYaJIbHI 3aCa iy Ta apXiTeKTypa.

75 Kiacudikarliss cy4acHOTO MIKIJIMBOTO TPOTPAMHOTO0 3a0€3MeYeHHS.

76 JKuTTeBUil UK KOMI'FOTEPHUX BIPYCIB Ta MEPEKEBUX XPOOAKIB.

7’7 TlporpamMu-BuMaradi: MexXaH13MH JIii Ta CTpaTerii MpOTU/IIi.

/8 MeToau BUSBIICHHS LIKIAJIMBOTO KOJY: CUTHATYPHUI, €BPUCTUYHUMN, TOBEIIHKOBUH.

79 CouianbHa 1HXEHepis sK 3arpo3a iHpopMalliiiHiil 6e3neni opraHizaii.

80 IlcuxomnoriyHi MaHIMyJSAL1i y KIOeprnpocTopi Ta iX IHCTpyMEHTapiil.

81 ®imuMHroBi aTaku: pi3HOBUIM, €TAIK peasizalli Ta CriocoOu 3aXUCTy.

82 3axucT BiJ HuiecnpIMOBaHUX 1H(POPMAIIHHO-TICUXOJOTTYHUX BIUIMBIB.

83 TloHATTS Ta CTPYKTypa KOMIUIEKCHOI CUCTEMHU 3aXUCTy 1HGOpMAIIii.

84 OpranizaniiiHi eTany CTBOPEHHsI KOMIUIEKCHOT CUCTEMU 3aXUCTY 1HQOpMaIlii.

85 Jlep>kaBHa ekcriepTr3a Ta cepTudikallisi KOMIUIEKCHUX CUCTEM 3aXHUCTY.

86 Ayaut iHpopMaIiitHOT Oe3MeKn: BUIH, 1T Ta METOI0JIOT1S TIPOBEACHHS.

87 MixHapoHI CTaHIApTH YIpaBJiHHs 1H(OpMAaIiiiHOIO Oe3MeKor cepii ABAIUATh CiM
TUCSY.

88 Cucremu 3ano0iraHHsi BUTOKY JaHUX Ta KOHTPOJb A1l KOPUCTYBayviB.

89 3abe3neueHHs Oe3nepepBHOCTI O13HEC-TIPOIIECIB Ta aBapiiiHE BITHOBJICHHS CHUCTEM.

90 VmpaBniHHs IHIMAGHTaMU iH(opMaliiiHOi Oe3meku: BHUABJICHHS, pearyBaHHS,
PO3CIiTyBaHHS.

HIxkana BiAnmoBiAHOCTI OLIHOK

Cyma 6auiB 3a Omninka Oninka 3a HAiOHAJILHOIO HIKAJI0I0
BCi BUIH ECTS
HABYaJIbHOIL -
T JJIS1 eK3aMeHYy, KYpCOBOIr 0 151 301Ky
MNOEKTV (N0HOTN).
90 — 100 A BIIMIHHO 3apaxoBaHO
82-89 B no00pe
75-81 C
68-74 D 32/I0BLTBHO
60-67 E
35-59 FX HE3aJI0OBUTHLHO 3 MOKJTUBICTIO HE 3apaxOBaHO 3
IIOBTOPHOT'O CKJIAJIaHHS MOJIMBICTIO TIOBTOPHOTO
0-34 F HE3a/I0BUTHHO 3 000B’ I3KOBUM HE 3apaxoBaHo 3
MTOBTOPHUM BHBYCHHSIM 000B’I3KOBHUM TTOBTOPHUM
NMUCITATIITIHINA RURUCHHAIM NMUCITUATTIITIHUA

6. IlosiTuka kypcey:
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Kypc Teopernuni OCHOBM 3axucTy I1H(popMalii» mnepeadavae 3acBOEHHS Ta
JOTPUMAHHS TPUHLMUIIB €THKM Ta akaJaemiuHoi goOpouecHocTi 3rigHo Kopekcy
akageMiuyHoi goOpouecHocTi MAVII ta IlonoxxkeHHs mpo 3amoOiraHHs Ta BUSBICHHA
rariaty B HaykoBux Ta akaaemiuHux tekctax y [IpAT BH3 MAVII, 30kpema opieHrarii
Ha 3amo0iraHHs IUariaty y Oyap-AKUX HOro mposiBax: BCl poOOTH, IOMOBIAL, €ce,
pedbepatu Ta Tpe3eHTAIli MalTh OYTH OpPUTIHAIBHUMU Ta aBTOPCHKUMH, HE
NepeoO0TSEHUMU LUTATaMM, [0 MAIOTh CYIPOBOJUKYBAaTHCS IOCWJIAHHSIMHU Ha
nepmiokepena. [lopyleHHsIMU akaJaeMIdyHOT JOOPOUYECHOCTI BBAKAIOTHCS: aKaIeMIuHHM
mariat, camoruiariat, dadpukaris, (anbcudikaiis, CIUCyBaHHS, OOMaH, XaOapHUIITBO,
HE00’ EKTUBHE OIIHIOBAHHS.

OmuinroBaHHs 3700yBada OCBITU OPIEHTOBAHO HAa OTPUMaHHs 0ajiB 3a aKTUBHICTH Ha
CEeMIHApChKHUX (MPAKTHYHUX) 3aHATTSAX, a TaKOXX BHUKOHAHHS 3aBIaHb JUIsI CaMOCTIHHOI
poboTH.

BinnpaitoBanHsi ceMiHapChbKOTO 3aHATTS MOKE 3/1MCHIOBAaTUCS Y (POPMI OMUTYBAHHS,
TECTYBaHHS, BUKOHAHHS MPAKTUYHOTO 3aBJIaHHs, PO3B’SI3aHHsI 3a/1a41 3 BIATIOBITHOT TEMH.

B xiHIll BUBUEHHS KypCy IMPOBOJIUTHCS MOJAYJIbHA KOHTpoJibHa poOoTa 1. Pesynbprart
MOJIYJIbHOI KOHTPOJIbHOI poOoTH juisi 3700yBaya, SIKM HE 3°SIBUBCS HA KOHTPOJIBHI
3aX0/ld, € HYJbOBUM. Y Takomy pasi, 3700yBad Ma€ MOXJIHMBICTh TMOBTOPHO BUKOHATH
MOJIyJIbHY KOHTPOJIBHY POOOTH.

He nmomyctumo: mpomyck 3aHsATh 0€3 MOBAXKHUX MPUYWH; 3alli3HEHHSI Ha 3aHSTTS,
KOPUCTYBaHHsI MOOUTFHUM Telie()OHOM, IIJIAHIIETOM YU IHITUMH MOOUTBHUMU MIPUCTPOSMHU
I 4ac 3aHsTTsS (32 BUHATKOM JI03BOJIy BHKJIaJaua IMPU 3BEPHEHHI 10 TEKCTIB
HOPMAaTHBHO-TIPABOBUX aKTIB); CIIMCYBaHHS Ta IjIariar.
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